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The Versatile Solution!

Guide for Log Volume Estimation

Or how to evaluate customers’ log generation volume

Within this document, we are trying to develop methods for you to evaluate the volume of logs (in quantity of
Events Per Day — EPD) generated by the so specified infrastructure of a customer.

Should you have any question about this document, or would you like some help, please contact:

Benoit Rostagni
Tel: +33179 71 84 22
GSM: +33 6 82 88 94 17

email: benoit.rostagni@clickndecide.com

Contact us: E-mail: sales@clickndecide.com Tél: +33 (0)6 71 99 86 60 www.clickndecide.com
Sales Office: 98, route de la Reine - 92100 Boulogne-Bt, France.
To contact your nearest Click&DECIDE partner, click here.
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1. Pricing model

Where most of our competitors base their pricing model on number of lines treated per second,
Click&DECIDE pricing model is much more flexible for our customers:

e |t is actually based on the number of events per day (EPD). This means the average number over a
24 hour period of time.

e All our customers might experience peeks at some point in time, and lower traffic periods.

e Click&DECIDE software manages peeks very well, so that no data is lost.

Also, it is the best financial model as you will pay depending on the volume of data monitored: collected,
analyzed, enriched, archived, reported, and published.

2. Global rules

The finest evaluations can only be based upon 2 actual figures: the average number of events and a
maximum number over the same unitary time period - one day. As soon as they are available, these 2 figures
are the ones you should communicate on.

All other calculations below are only estimations that should be confirmed by real measured values. They
are based on empiric data, together with average values within « standard » usage of known devices.

3 key questions are always relevant: « why do | want to log such data », « what’s the information | want to be
analyzed within the logs» and « is such required data part of my logs ». This is the only way to make sure that
your key performance indicators are part of your meaningful analysis.

This also means that, should you want an efficient log analysis, especially regarding firewalls and systems
(Windows, unix(s)...), we advise you to clearly set your goals, and apply a consistent log policy. As a
fundamental part of it, please make sure that you do not log all of them for nothing.

Generic calculations:

Two simples and clear estimation can easily be done based upon the following rule:

Total Log Volume about Internet Access
40% of firZzwaII logs
40% of P:oxy logs
20% other logs (IDS + ;\nti-x +web mails +...)

And

1000 users create 1 million lines of logs on a firewall

That calculation allows you, from one of the data categories only, or the number of offices employees, to get a
global estimation of the volume.

Contact us: E-mail: sales@clickndecide.com Tél: +33 (0)6 71 99 86 60 www.clickndecide.com
Sales Office: 98, route de la Reine - 92100 Boulogne-Bt, France.
To contact your nearest Click&DECIDE partner, click here.




m CLiCk&DEC'.DE Network & Security Intelligence | Guide

3. Proxy

3.1. Customer already implemented Proxies

Generally, log files are available and securely saved within a Proxy server: they are accessible as shared
files, or via FTP. One should consider the biggest log file available over the last week or so.

Such log files might be compressed (Gzip): please decompress them before any counting.

You can then either actually count them, or take as a good assumption, that a proxy log counts for 500 Bytes

Example:
A daily log file of 1 Giga Bytes will generate around 2.1 million lines of logs.

3.2. Customer does not have Proxies yet

Log volume depends on the type of Internet usage of the company. Should the company be one which takes
advantage of the Internet in all kinds, the number of EPD will be much more important!

Example:

¢ A manufacturing enterprise with 1.000 PC will generate an average of 500 hits per person
i.e. 500.000 EPD.

e A service enterprise with 1.000 PC will generate an average of 1.000 hits per person i.e.
1.000.000 EPD.

e A high-tech enterprise with 1.000 PC will generate an average of 2.000 hits per person i.e.
2.000.000 EPD.

4. Firewall

4.1. Customer have deployed firewalls

Depending on the firewall brands, some log files may be saved within the firewall. Also, sometimes, such log
files should be decrypted, and exported in a flat file format.

Lines should be counted; one log event should be considered as an average of 333 Bytes

Example:
A daily log file of 100 Mega Bytes will generate around 315.000 lines of logs.

Should the existing firewall only generate logs in Syslog format, the simplest way is to generate « Syslog
tracks » on a PC / Server which will write one file per day; we then get back to the situation above.
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4.2. Customer do not have any firewall

Log volume depends on the type of Internet usage of the company. Should the company be one which takes
advantage of the Internet in all kinds, the number of EPD will be much more important!

Company log policy is obviously a critical factor that will surely influence the evaluation. On one side, some
customers may want to track every single log. Others may only want to track sensitive information only —
inbound risks, outbound control — and avoids false positives (firewall + proxy as an example).

Example:

¢ A manufacturing enterprise with 1.000 PC will generate an average of 500 hits per person ie
500.000 EPD.

e A service enterprise with 1.000 PC will generate an average of 1.000 hits per person ie
1.000.000 EPD.

e A high-tech enterprise with 1.000 PC will generate an average of 2.000 hits per person ie
2.000.000 EPD.

5. Email Server and/or Secure Content Analysis server

Critical is the type of logs generated by such secure content analysis servers. There are 2 types of logs:

e The single line logs, like the ones generated by MS Exchange...
e The multi-line logs, like Cisco IronPort or Postfix...

5.1. Customer already got Content Analysis Servers implemented

Within the content analysis systems, log files are generally available and archived within the system itself, and
are accessible through a shared file or via FTP. One should consider the biggest log file available over the last
week or so.

Content analysis servers’ files are not so big: it is therefore easy to open them and count the actual number of
lines; a tool like Notepad++ can be very useful for that.

5.2. Customer has not implemented any Content Analysis Server

5.2.1. mono-line Content Analysis Server

We can estimate the number of received and sent emails per employee, at around 20 emails per day as an
average.

A 1.000 PCs company will generate around 20.000 lines of logs per day, through a MS Exchange server, as
an average. The key assumption here is that SPAM messages are not received by that company.

5.2.1. Non secured Content Analysis Server

Around 5 lines of log per single email: this is the average number of lines to be analyzed. With around 20
emails per day as an average number of received and sent emails by each employee of the company, we
should now consider the following average figures:
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A 1.000 PC company will generate and average of 100.000 lines of logs per day over a Postfix
server.

That particular estimation assumes that SPAMs are not received by that company.

5.2.1. Multi-line secured Content Analysis Servers

Let's assume that Content Analysis Server blocks most of the spam, which represents around 80% of the
worldwide traffic; let’'s also assume that, as the company average, each employee treats 20 « useful » emails
per day; its mail server therefore manages 80 spam.

Around 15 lines of log per single email: this is the average number of lines to be analyzed.

A 1.000 PC company will generate and average of 1,500.000 lines of logs per day over an
IronPort-C server.

That volume can nevertheless get much lower, should the company be less exposed to SPAMSs.

6. System servers

2 different categories of system servers are to be considered: Windows & UNIX. Windows Servers manage
their logs in WMI format, via WQL; UNIX servers do it via Syslog format.

6.1. Windows Servers

On a Windows server, the easiest way is to look at the Event Viewer. For each of the following log source:

e Application
e Security
e System

Please look at the number of events, dates of the first one, date of the last one. It is then easy to get the
average volume per day.

Number of Events First Date Last Date Average per day

Application 47053 12/04/2010 14h  10/04/2010 15h 15684
Security 50674 12/04/2010 03/04/2010 5630
System 30900 12/04/2010 06/11/2007 35
Total 21349

That total can be modified, should you put in place Windows Audit Strategies, or should you want to control
only Login/Logoff, user right management and incidents on services — as an example.

6.2. Unix/Linux Servers

Information coming from UNIX / Linux servers is generally sent in Syslog format.

Depending on the type of data that system administrator sends in Syslog format, you will determine the exact
volume. Actually, it is possible, exactly like the firewall case, to generate a « Syslog trace » on a PC / Server
that will write a file per day, and then count all lines. You will find such an example in case #4 below.
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7. Examples

7.1. Case #1 : A 500 people company

Background and requirements: this 500 people company wants dashboards to monitor security and manage
Internet traffic within the next 2 years: they also want to forecast and plan.

Another requirement is legal archive of logs over a one year period; another one is access to daily data over a
3 month period of time.

Chosen equipments, either already installed or to be part of the infrastructure shortly:
1 Fortinet firewall

1 Cisco IronPort-S proxy

1 Cisco IronPort-C Content Analysis server

1 MS Exchange Mail server

1 Microsoft Domain controller

Data volume at stake:

500 people Volume of EPD Comments
Fortinet Eirewall 500 000 Efficient log policy implemented : |l og onl
necessary
Cisco IronPort-S Proxy 500 000 complete control to avoid abuse
Cisco IronPort-C Relay 225 000 Low level of spam : « only » 1 mail out of 2
Mail Server MS Exchange 7 500 Counted on current files
Microsoft Domain Controller 50 000 Count only Logins/Logoff and changes within AD
Total 1282 500

Volume study leads to an average of 1.300.000 events per day to be analyzed.

Software pricing « tier » would be chosen at 2 million EPD: this will also allow the customer to support volume
increase in the future, or support additional equipments without any additional cost.

Required hardware would be either Appliance #1 Click&DECIDE, or a qualified server.

7.2. Case #2 : Public organization of 100 people

Background and requirements: a 100 people public organization wants to manage their internal and external
infrastructure, and monitor security via reports and dashboards. Another requirement is legal archive of logs
over a one year period; another one is access to daily data over a 3 month period of time.

Chosen equipments, either already installed or to be part of the infrastructure shortly:
e 1 UTM Cisco, Fortinet, Arkoon, NetAsq, Juniper....
e 1 MS Exchange mail server
e 1 Microsoft Domain controller
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Data Volume at stake:

100 people Volume of EPD Comments
UTM 200 000 \I:;);l):;nf ;)ii:\xg:”is doubled, as data concerns both
MS Exchange mail server 1500 Counted on current files
Microsoft Domain Controller 10 000 Count only Logins/Logoff and changes within AD
Total 211 500

Volume study leads to an average of 220.000 events per day to be analyzed.
The Click&DECIDE software pricing « tier » would be chosen at 250.000 EPD.

Recommended form factor would be a VM, with a maximum of 100 Go hard disk, a 3 Go Ram, and 2
processors; or and equivalent server.
7.3. Case #3 : a 5.000 people company

Background and requirements: a 5.000 employee company wants to monitor and analyze their Internet
access proxy. They are looking for analysis and investigation tools for short term, midterm and long term,
want to prevent and sanction abuses, especially within certain periods of time in the year: football
championships, world tournaments, Olympic Games, tennis grand slam, etc.

Another requirement is legal archive of logs over a one year period; another one is access to daily data over a
6 month period of time.

The vendor embedded solution is rudimentary, and does not fit their requirements.

Chosen equipments, either already installed or to be part of the infrastructure shortly:
e IronPort-S or BlueCoat Proxies

Data volume at stake:

5000 people Volume of EPD Comments ‘
Cisco IronPort-S Proxy 6 000 000 Current volume of logs
Total 6 000 000

Volume study leads to an average of 6.000.000 events per day to be analyzed.
The Click&DECIDE software pricing « tier » would be chosen at 7,500.000 EPD.

As the customer only uses one device from one vendor, the Click& DECIDE package would be the “Solo” one,
which price could be as lower as 60% off from initial price.

Required hardware would be either Appliance #1 Click&DECIDE, or a qualified server.
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7.4. Case #4 : aglobal company

Background and requirements: a global company has deployed their system and network security
infrastructure across numerous sites in the world, and wants to analyze data generated by a group of
systems, critical servers; they also want software that will bring a strong help for SOX and PCI-DSS
compliance.

Another requirement is legal archive of logs over a one year period; another one is access to daily data over a
6 month period of time.

Chosen equipments, either already installed or to be part of the infrastructure shortly:
e 300 Windows servers

50 AIX servers

100 ASA and PIX Firewalls

1500 Routers & 1000 Switches

1000 Juniper traffic accelerators

Data volume at stake:

Type NUmBEE 9f Volume of EPD  Per Server
servers/devices
Windows 300 32 000 000 106 667
AIX 50 3100 000 62 000
Cisco PIX 40 22 000 000 550 000
Cisco ASA 60 16 000 000 266 667
Cisco (Routers & Switches) 2700 2 500 000 926
Juniper WXC 1000 6 000 000 6 000
Total 4 150 81 600 000 19 663

Volume analysis leads to the following recommendation: architecture based upon 3 couples of machines, de
type Appliance #2 Click&DECIDE.

e The #1 couple will monitor Windows logs,

e The #2 couple will monitor Cisco PIX & ASA

e The #3 couple will monitor other logs, AlIX, Routers & Switches, Juniper WXC, and will be used as the
central monitoring platform.

This architecture based on these 3 couples has been chosen to support volume increase for the coming 3
years.
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