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Your Question

Article 00028
Problem or Question:
How To Install a Net Report Package From The Net Report Packages Server?

Quick Info

Found In:

Net Report Version 3.0, 3.10, 3.11 and Greater.
Article Last Updated:

Wednesday March 9, 2005

Product Information
The Information in this article applies to:

Product:

Net Report

Version:

3.0, 3.10, 3.11 and Greater.

[Device or Interface]:

Net Report Management Console Packages Server

Net Report Answer

Cause:

Your Third Party device is either not yet included in the Net Report Configuration Wizard
or has been updated recently, therefore you must install the Third Party device from the
Net Report Packages Server.

Resolution or Work Around:
Please follow the steps marked below:

Table of Contents

Step 1: Preparing to Install Net Report Packages

Step 2: Launching the Net Report Management Console

Step 3: Installing Net Report Packages Via the Net Report Packages Server
Step 4: Installing the Net Report Equipment Package

Step 5: Performing the Tasks Listed in the Installation Complete Dialog Box
Step 6: Downloading the Related Device Report Project.

Introducing The Example

ﬂ} This section uses an example device to illustrate the Package Server Installation
process. The example Net Report package that will be installed is the Cisco PIX Kit for
3.11. Please substitute the example device for the device you need.
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Step 1: Preparing To Install Net Report Packages
Before using the NetReport Packages Server please perform the following tasks:

Steps

1. Download the latest version of the Net Report solution from the website.

2. Install the Net Report Solution with the Net Report Configuration Wizard.

3. Select a default device in the Configuration Wizard to simulate a configuration and
ensure that the Net Report Web Portal is installed.

4. Refer to the Net Report Quick Start Guide for information on downloading, installing
and configuring Net Report (using a CheckPoint Firewall as an example).

5. Wait for the Configuration Wizard to finish then launch the Net Report Management
Console.

Step 2: Launching The Net Report Management Console

Steps
1. Select Start> All Programs> NetReport> Management Console in the left
Console root pane. The Login dialog box appears.

%a Lagin: [ | oK I

Password : |
Cancel |

2. Enter the Login and Password you specified in the Net Report Configuration
Wizard. In this example the following Login and Password are used.

Login: netreport

Password: netreport

Tip: you must imperatively replace the Login and Password by your own confidential
combination in the Management Console. Please refer to the Net Report Knowledge Base
for further information: http://www.netreport.fr/support/sup knowledgebase.asp

e% a Login: Inetleport | 0K I

The Net Report Management Console netreport - (Console root\NetReport)
appears.

Name: [ip [ Port
1k localhost localhost 12343

3. Navigate freely in the Console root tree structure to familiarize yourself with the
branches.
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Step 3: Installing Net Report Packages Via The Packages Server

Steps
1. Select Console root> NetReport> [LocalHost Name]> Packages Server in the

left Console root pane.

- netreport - [Console root\NetReport]

@ Fle  Action  View Favorkes  Window Help

€ - mm 2
[0 Constle root Name: [ip | Part
= ¢ 'l localhost Iooalhost 12343

por
4§ locabost

- B Packages Server
+ ULA
Agents

The Welcome to

EEx
-lalx]

« - BE @

1 console root
= 0 MetRepart — Server Address: |hﬂp Fhean natreport frfpackages 4}|
=-of \Dca\hust
Welcome to NetReport Package Server

Here you can connect to a server in order to download nesw actions and

e upgrades
Simply enter the URL of your package server and click on é}
You can also choose to connect to your local server by clicking here

2. Enter the Server Address in the Central pane Server Address field. For example:

http://www.netreport.fr/packages/new
Replace this by the Server Address indicated by the Support Team.

- netreport - [Console root\NetReportilocalhost\Packages Server]

@ Ele  action View Favorites  Window Help
e = 2

|1 console root
= & NetReport —= Server Address: |hﬁp Fhicecw netrepont fripackages/new

=44 Iocshost
. %E‘f‘:‘m o Welcome to NetReport Package Server

agents

Here you can connect to a serer in order to download new actions and

e upgrades
Simply enter the URL of your package server and click an g
You can also chaose ta connect to your lacal server by clicking here
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3. Click the Connect to Server icon

7

™ netreport - [Console root\MetReportilocalhost\Packages Server]

. The NetReport Packages screen appears.

@ File  Action Wiew Favorites  Window  Help

# - @@ D

r Cansole rook
Q MetReport
E“ localhost

. Mg packages Server
o uLA
Iz Agents

“ Meighbour

= Server Address: Ihﬂp',.",’vwvw netreportfripackages/MNew

Package List

=2
-7 Mew Kits for 3.11

NetReport Packages

Description
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Step 4: Installing the Net Report Device Package

Steps

1. Click the plus sign next to the [New Kits for 3.11] Directory in the Package List
column to expand the subitems.

‘4 netreport - [Console root\MetReportilocalhost\Packages Server]

@ File Action  View Favotites  Window  Help |_ EEI

® - @@ @ |

1 Consale root

=4 MNetRepart — Server Address: Ihttp:,-";‘\nvww.netreport.fr,i‘packages,i‘New 43|
E| ik localhost
Packages Server
b NetReport Packages
: Agents
o Package List

=2
E@ Mewr Kits for 3.11
- Cisco PR Kit for 3.1

2. Click the Install this package icon = to the right of the device you wish to install.
In this example click the icon to the right of the Cisco PIX Kit for 3.11 branch to install
the NetReport Cisco PIX Kit package. The “This will erase your previous
configuration for this equipment” message appears.

Microsoft Internet Explorer

2 This will erase your previous configuration For this equipment,
2 Do you wish to continue?

L Ok I[ Cancel ]

3. Click OK. The Installation Process status message appears.

) Installation Process -- Web Page Dialog |X|

Please wait. ..
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=} End of Installation - Microsoft Internet Explorer

i Installation Complete

Please petform the following steps to complete the installation:

# Create the table [Pix_Build_Cnx] if it does not exist: click the
Create Table icon ! in <ULAFilters/Cisco PRAActions/Insert into
Pix_Build_Cnx=

# Create the table [Pix_Teardown_Cnx] if it does not exist: click the
Create Table icon ! in <ULAFilters/Cisco PlRfActions/Insert into
Pix_Teardown_Cnx=

# Create the table [fw_rawdata] if it does not exist: click the Create
Table icon ! in <ULAFilters/Cisco P Actionsd/Iinsen into fw_rawdatas

# Configure the Flat File Parser: if no Flat File configuration for Cisco
Pl format exists, create one in <Agents/Flat File
Parser/Configuration

# Configure the Syslog Parser: if no configuration for Cisco PIR format
exists, create one in <Agents/Syslog Parser/Configuration=

# Execute the Private SQOL Statements for Aggregate Data for
Proxy Devices: click the Create Procedure icon ! in
<ULAFIlters/Database AggregationfActionsfAggregate Data for Proxy
Devices>

# Execute the Private SQOL Statements for Purge Data For Proxy:
click the Create Procedure icon ! in <ULAFilters/Database
AggregationfActions/Purge Data For Proxy

# Execute the Private SOL Statements for Purge Data For Firewall:
click the Create Procedure icon !in <ULAFiltersiDatabase
AggregationfActions/Purge Data For Fireweall=

# Execute the Private SOL Statements for Aggregate Data for
Firewall Devices: click the Create Procedure ican ! in
“ULAFilters/Database Aggregationfactions/Aggregate Data for
Firewall Devices>

# Execute the Private SOL Statements for Consolidate Data for
Cisco PIX Firewall: click the Create Procedure ican ! in
“ULAFilters/Database Aggregationfactions/Consolidate Data for Cisco
Pl# Firewall=

# Download the Device Report Project you want at:
http: /s netreport frfus/downloads/dow_report. asp.
Follow the download and installation instructions for the Device Report
Project you want (for 0L Server, ORACLE and a choice of
Languages, containing the associated reports).

Do not forget to apply changes before closing the console

The End of Installation dialog box appears. Note that the steps listed are device
package-specific. In this example, the steps concern the Cisco PIX Kit package.

4. Click OK.

4 Note: please note the more complete explanations below.
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Step 5 Performing the Tasks Listed in the Installation Complete Dialog Box

This section explains how to perform the tasks listed in the Installation Complete dialog
box. Please note that the Installation Complete dialog box is device-specific, that is it
depends on the device package you installed. This section uses the Cisco PIX Kit for 3.11
Package as an example of a package.

Steps

1. Create the tables listed in the Installation Complete dialog box. In this example create
the following tables:

Pix_Build_Cnx: by selecting Console root> NetReport> localhost >ULA >Filters
>Cisco PIX> Actions> Insert into Pix_Build_Cnx and by clicking the Create
Table ! icon.

Pix_Teardown_Cnx: by selecting Console root> NetReport> localhost> ULA>
Filters> Cisco PIX> Actions> Insert into Pix_Teardown _Cnx and by clicking the
Create Table ! icon.

fw_rawdata: by selecting Console root> NetReport> localhost> ULA> Filters>
Cisco PIX> Actions> Insert into fw_rawdata and by clicking the Create Table !
icon.

@ Note: if the table already exists, select the Drop check box if you want to recreate the
table. However, if the table already exists and you want to keep it in its current form,
you must ensure that the Drop check box is cleared and that you do not create the
tables above.

2. Configure the Parser mentioned in the Installation Complete dialog box. That is either
the Flat File or Syslog Parser (as appropriate):

a) Flat File Parser: if necessary (if you have used the Configuration Wizard to configure
Cisco PIX then please skip this step) — add the Cisco PIX format by selecting Console
root> NetReport> localhost> Agents> Flat File Parser> Configurations.

2 netreport - [Console root\MetReportilocalhost\igents\Flat File Parser*WConfigurationsiCisco PIX]

File  Acktion View Favorites  Window  Help — |3 X
¢ INET
- &8 |

ID Console root
=4 MetReport
=4y localhost

= Packages Server
=l UL

& Settings

-@ Filters

El@ Agents
Check Point (Real Time)
@ Event Scheduler®
E|:| Flat File Parser*
E|:| Canfigurations File Name: * log

Configuration

Name: Cisco PIX

Spied Directory: ChlLogsiCiscoPlXLogs

& Microsoft WM

: ) General Parser Configuration ¢
[g Radius Prosy

-G SQLServer Spyet Includes Parser

+-[Z]] Syslog Parser*

Records Parser
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b) Syslog Parser: if necessary — add the Cisco PIX format by selecting Console
root>NetReport>localhost>Agents>Syslog Parser>Configurations

™ netreport - [Console root\NetReporillocalhost\Agents\Syslog Parser\Configurations]

@ File Action Yiew Favorites Window  Help |_|E’|£|
& > 2
[ Consale root =l

El@} MetRepart
=44 localhost
- Packages Server
S TN
B-' Settings
i ¢ Filters
E|0 Agents
-5 Check Paint (Real Time)
+-{& Event Schedulsr®
-4 Flat File Parser*
B-E Configurations
, L Cisco PIX
& Microsaft WMI
' « NetReport Communication
ﬂl’ﬂ Ping
B9 radios Proocy

% SQLServer Spyer
B

Svslog Parser®

= configurations
£ I}

]|

IE]

Configuration

Criteria

Name

1 Syslog Trace

2 Cisco PI¥

Choose a Driver

3. Click the Create Procedure icon ¥ for those actions specified in the Installation
Complete dialog box, if necessary.

In this example, select Console root> NetReport> localhost> ULA> Filters>

Database Aggregation> Actions and click the Create Procedure icon ¥ in the
screens for the Actions listed in the Installation Complete Dialog Box. In this example for

the following three Actions:

Aggregate Data for Firewall Devices
Consolidate Data for Cisco PIX Firewall

Purge Data for Firewall
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For Example
Please note the following example, for the Aggregate Data for Firewall Devices

Action, click the Create Procedure icon ! under the Configuration drop-down section
in the central pane.

wirl A e F et beor B s 1L LA

W el alabue

Real-Time Security Information M:

s AggegalioniAe e \Agpegales Fata lor Feesall Denees]

% Packager Secver

o LA

Zettrr

Fiters

i O PR
= Ilﬂimnww

W Agmregate Dista hor Frevesl Dievacen
Agrepate Duata loe Prooy Devices

P Consoictae Doty fos Civon PO Firpraad

i oy Faevasll (Rt shene Agoregstion erded Ewerd

i oy Frewal (Dot ahas Sogrensnon dlaned £ ven

I e P Dratabiass Aggreilion evded Everit

i o Pecarp [ tsbace dggreganion sarted Evert

o Mrghion Sisn Fermal Somegson

i Meghcn Stan Prooy Aggregatan

i Megion Sop Fessal dopregation

i Maghion Shop Frowy Aggregation

BP Pusge Dats P Fimorl

BP Purge Diata Fiox Prowy

-3}

Connection: |Detabadse Conneciion .'TI

I

I [

The Caution message appears. Note that all the Firewall Aggregation dimension and face
tables will be created if they do not already exist and all the stored procedures created
for Firewall Aggregation will be replaced. Click OK to continue.

Microzoft Internet Explorer

2

Cautior:

ES|

‘Tfus”w:lv[ create all the- FjsaxﬁialLﬁggﬁgfatuaﬁ dimenzion and. Fa‘gt ’tabiaﬂrf;he_-; dtfnox alreadg ew’is;} a\nd,;e;n}&ce an;he
stored procedures created for Firewall Agaregation.

Bngwmtﬂcam

|

Repeat the same operation for the Consolidate Data for Cisco PIX Firewall and Purge
Data for Firewall actions.

H Note: if you want to use Proxy devices with Net Report, please execute the following

actions:

- Aggregate Data for Proxy: Console root> NetReport> localhost> ULA> Filters>
Database Aggregation> Actions> Aggregate Data for Proxy

- Purge Data for Proxy: Console root> NetReport> localhost> ULA> Filters>
Database Aggregation> Actions> Purge Data for Proxy

9
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4. Modify the Aggregation/Purge Parameters and Frequency (if necessary, if you do not
want to use the default settings) by selecting:

Console root> Net Report> localhost> Agents> Event Scheduler> Firewall
Aggregate and Purge

and

Console root> Net Report> localhost> Agents> Event Scheduler> Firewall
Aggregate and Purge> Frequency

5.Apply Changes in each branch marked by an asterisk (indicating that your
modifications must be applied). For example, select Console
root>NetReport>localhost> Agents> Event Scheduler. Click the Apply Changes
button:

Apply Changes )

10
Copyright © 2004 Net Report. All rights reserved.



Real-Time Security Informatic

Step 6 Downloading the Device Report Project

Introduction

This section explains how to download the Device Report Project related to the Device
Package you downloaded and installed from the Package Server. In this example, the
following Device Report Project will be downloaded:

Firewall Statistics for SQL Server/Oracle - eng.zip file from the Net Report Web site.

To download the Firewall Statistics for SQL Server/Oracle — eng.zip from the web site
please follow the steps below:

4 Note: if you have launched the Net Report Configuration Wizard and selected to
configure Cisco PIX, then the previous Cisco PIX Device Report Project has been made
available to Net Report Web Portal users. In order to avoid confusions, we recommend
you remove the former Cisco PIX Device Report Project from the Web Portal. To do so,
please remove the following files:

C:\Program Files\NetReport\WebPortal\Runtime_Projects\enu\Cisco Pix Statistics.wfv
C:\Program Files\NetReport\WebPortal\Runtime_Projects\fra\Statistiques Cisco Pix.wfv

Steps
1.Click the following URL to go directly to the Net Report Device Report Projects
download page: http://www.netreport.fr/us/downloads/DOW REPORT.asp

2.Select the Net Report version which is appropriate. In this example select 3.11 New
Kits in the For Net Report drop-down list.

List of Device Report Projects:

For Net Report | .11 New Kits M| and for | Firewall/ven v| Gnl

3.Select the Device category you want. In this example, select Firewall/VPN in the
Device category drop-down list. Press Go.

4. Note the Device Report Projects available. In this example, two Firewall Device Report
projects appear: Firewall Statistics (SQL Server) and Firewall Statistics (Oracle).

A Note: If you want to use Cisco PIX with Oracle, please download Knowledge Base
Article 00058 from our web site: http://www.netreport.fr/us/OurDocuments/NRFAQ8.htm
— concerning how to proceed with a typical Oracle Database configuration for Firewalls
before proceeding with the steps in this document.
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Firewall / VPN

® Firewall S5tatistics (SQL Server) - 2/14/2005 - ﬁ
Standard Report Projeck for Firewalls [incduding Cizco PIX), for SGL
Server,

& Firewall Statistics (Oracle) - 2/14/2005 3 ﬁ

Standard Report Project far Firewalls (including Cisco PIX), for Cracle,

5.Select the directory to save the Device Report Project to.

6.Extract the files. In this example, extract the following files

_list_month.Ist

Firewall Statistics (Monthly).wfv

Firewall Statistics (Daily).wfv

from the *.zip file to the following directory on the Net Report Web Portal host:
C:\Program Files\NetReport\WebPortal\Runtime_Projects\enu (or equivalent)

Extract the Firewall Statistics Utilities.wfv from the *.zip file to the following directory
on the Net Report Web Portal host:

C:\Program Files\NetReport\WebPortal\Runtime_Projects\utilities

(create the utilities directory if it does not already exist).

Delete the old Cisco PIX Dashboards: Cisco PIX Statistics.wfv files at:
C:\Program Files\NetReport\WebPortal\Runtime_Projects\enu\Cisco Pix Statistics.wfv
C:\Program Files\NetReport\WebPortal\Runtime_Projects\fra\Statistiques Cisco Pix.wfv

See Also:
Net Report User Help: http://www.netreport.fr/us/support/sup userhelp.asp
Net Report Knowledge Base: http://www.netreport.fr/support/sup knowledgebase.asp
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