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Executive Summary

In the past security was the responsibility of the IT department,
today security is enterprise wide and the CEO and CFO are held
responsible for security violations. IT is a key stakeholder on the
compliance steering committee. According to ISO/IEC
27002:2005 Management should express its commitment, clearly
define and support the direction of the security policy. We can
also clearly observe that recent legislation reflects the dimensions
of security at present and over the coming years.

Click&DECIDE'’s ISO 27002 Compliance Suite offers complete
security Log or Event Management — i.e. a type of software that
automates the collection and consolidation of event log data from
operating systems, applications and network devices. The
Security Log Management software securely archives and
translates the logged data into correlated and simplified formats,
offers alerting features and provides security reporting and
forensic analysis. Security Log management thus encompasses
the processes of log centralization, archiving, monitoring and
reporting.
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Legal Notice

The information contained in this document is subject to change at any time without notice. Except as expressly
set forth in the applicable agreement, Net Report SAS makes no warranty, (and this document is not intended to
create any warranty), express or implied by law, statute or course of dealing. This document is intended only as a
guide to assist the customer in understanding Click&DECIDE’s software application, and the customer should
review all results from the Click&DECIDE SO 27002 Compliance Suite with its professional advisors.

Document Release: 19 July 2011
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1: Introduction

1.1. ISO/IEC 27002:2005

ISO and the International Electrotechnical Commission (IEC) jointly develop worldwide standards. National bodies
that are members of ISO or IEC participate in the development of international standards through technical
committees established by these organizations to deal with particular fields of international activity. Other
international organizations, governmental and non-governmental, liaise with ISO and IEC in order to participate in
the development of technical standards.

History
ISO/IEC 27002:2005 is a code of practice for information security that stems from an original publication in 1993,
from the DTI (Department of Trade and Industry) in the UK.

1995: The standard became BS7799 in 1995, BS7799 was therefore the forerunner of ISO17799.

2000: It became 1SO17799 in December 2000. As such, it offered guidelines and voluntary directions for
information security management. As information security became increasingly important to the continued success
of businesses, many were seeking an appropriate security framework. The ISO/IEC 17799 standard widely
became the choice for many.

2005: the new version of the standard was published on 14™ June 2005 as ISO/IEC 17799 2005. ISO/IEC
17799:2005 gives a high level, general description of the areas currently considered important when initiating,
implementing or maintaining information security in an organization. While the initial version of the ISO standard
(ISO/IEC 17799:2000) document, while providing substantial guidelines on critical security issues, still did not
cover all areas of importance. ISO/IEC 17799 is now one of the few accepted worldwide standards for information
security. It has been adopted as a guideline by companies around the world, and the major consultancies have
invested very heavily in developing ISO/IEC 17799 implementation programs, including training and certification of
auditors.

2007: the standard’s name was officially modified to ISO/IEC 27002 2005. The standard’s content remains
identical. The national bodies modified the name in order to indicate that ISO/IEC 17799 is part of the ISO/IEC
27000 series of information security standards. ISO/IEC 27002:2005 is made up of ISO/IEC 17799:2005 along
with ISO/IEC 17799:2005/Cor.1:2007. The content is exactly the same as ISO/IEC 17799:2005. ISO/IEC
17799:2005/Cor.1:2007 modifies the standard’s reference number from 17799 to 27002.

Due to its worldwide acceptance, other standards, such as Japan’s Information Security Management System
(ISMS) and ITIL’s Security Management book, have based their security recommendations on ISO/IEC 27002
2005 (17799).

Key Elements of ISO/IEC 27002 2005

ISO/IEC 27002 2005 addresses topics in terms of policies and general good practices. The document specifically
identifies itself as “a starting point for developing organization specific guidance.” It states that not all of the
guidance and controls it contains may be applicable and that additional controls not contained may be required. It
is not intended to give definitive details or “how-to’s”. Given such caveats, the document briefly addresses the
following major topics:

1  Security Policy
1 Organizing Information Security
I Asset Management
1 Human Resources Security
1 Physical and Environmental Security
1 Communications and Operations Management
1 Access Control
1 Information Systems Acquisition, Development and Maintenance
1 Information Security Incident Management
1 Business Continuity Management
1 Compliance
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1.2. Introduction to the ISO 27000 Series

The ISO 27000 series of standards has been specifically reserved by 1SO for information security matters. The
27000 series will be populated with a range of individual standards and documents.

The following matrix presents the development of the ISO 27000 series of standards, a number of which await

publication:

ISO/IEC Standard Description Description

27000 Vocabulary and definitions

27001 Specification (BS7799-2) Issued October 2005
27002 Code of Practice (ISO 17799:2005)

27003 Implementation Guidance

27004 Metrics and Measurement

27005 Risk Management (BS 7799-3)

ISO/IEC 27001 was issued in October 2005 (Information technology - Security techniques - Information Security
Management Systems - Requirements), it is a revised and updated version of the British Standard BS 7799, Part
2:2005. It integrates the process-based approach of ISO 9001:2000 and 1SO 14001:2004. The basic objective of
the standard is to help establish and maintain an effective information management system, using a continual
improvement approach. It provides a management framework to enable the best practice controls from ISO/IEC
17799:2005 to be applied and managed as part of an organization’s overall risk approach. 27001:
1 Specifies requirements for establishing, implementing, and documenting Information Security
Management Systems (ISMS).
1 Specifies requirements for security controls to be implemented according to the needs of individual
organizations.

1 Consists of 11 control sections, 39 control objectives, and 133 controls.
1 Implements OECD (Organization for Economic Cooperation and Development) principles, governing
security of information and network systems.
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2. Click&DECIDE6 s Compl i ance Suite

ISO/IEC 27002:2005 Click&DECIDE Compliance Suite

6 Organization of Information Security Compliance Suite Reports

6.1.2 Information Security Coordination 9  Access Control
(a. and g).

6.2.2 Addressing Security when dealing
with customers (d. and e).

> See Report Sample...
http://www.net-report.net/ics/Windows File Access.PNG

6.2.3 Addressing Security in third party T Control of User IDs and Passwords
Agreements (b. 3. and 6., g., i. 2. and > See Report Sample...
3.0 http://www.net-report.net/ics/Logon_Logoff.PNG

I  Security Privilege Use
> See Report Sample ...
http://www.net-report.net/ics/Security Privilege Use.PNG
1 Controls to protect against malicious software

> See Report Samples ...

http://www.net-report.net/ics/CF_Home Page.PNG

http://www.net-report.net/ics/Firewall Home_ Page.PNG
1 Alert Statistics Reports

> See Report Sample ...
http://www.net-report.net/ics/General _Alert Statistics.PNG

Compliance Suite Alerts
Via Click&DECIDE’s Alerting Console
i1 Failed Logon
Successful Logon
Failed Logoff
Successful Logoff
Privilege Use Failure Audit
Privilege Use Success Audit
Security Policy Change
Security Account Management Change
Security Account Logon
System Log Error
System Log Warning
Directory Access Denied
File Access Denied
Security Log Cleared
Service Stopped
Virus, Spam, Inappropriate e-mail
Blocked Service

=4 =4 =4 4 8 -8 -8 -8 -8 -2 -8 -2 -2 -8 -9 -9

Note: Alerts can customized to the granularity you wish.
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ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

7 Asset Management Compliance Suite Reports

7.1.2 Ownership of Assets (b.) 1 Access Control

7.1.3 Acceptable use of assets (a.) > See Report Sample...

7.2 Information Classification http://www.net-report.net/ics/Windows_File Access.PNG

1 Control of User IDs and Passwords
> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG
i  Security Privilege Use
> See Report Sample ...
http://www.net-report.net/ics/Security Privilege Use.PNG
1 Employee Electronic Mail Usage

> See Report Sample ...
http://www.net-report.net/ics/CF_Home Page.PNG

> See Report Sample ...

http://www.net-report.net/ics/Email Home_Page.PNG
1 Employee Internet Usage

> See Report Sample ...

http://www.net-report.net/ics/Proxy Home Page.PNG

1 Alert Statistics Reports
> See Report Sample ...
http://www.net-report.net/ics/General_Alert_Statistics.PNG.

Compliance Suite Alerts

Privilege Use Failure Audit
Privilege Use Success Audit
Directory Access Denied

File Access Denied

Security Log Cleared

Service Stopped

Virus, Spam, Inappropriate e-mail
Blocked Service

= =4 4 4 -8 a8 -8 -2

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module
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ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite
8 Human Resources Security Compliance Suite Reports

8.1.1 Roles and responsibilities 1 Asset Protection Control
8.2.1 Management responsibilities (d.) > See Report Sample...

http://www.net-report.net/ics/Windows_File Access.PNG
9 Control of User IDs and Passwords

> See Report Sample...

http://www.net-report.net/ics/Logon_Logoff.PNG
1  Security Privilege Use

> See Report Sample ...

http://www.net-report.net/ics/Security Privilege Use.PNG

1 Employee Electronic Mail Usage
> See Report Sample ...
http://www.net-report.net/ics/CF_Home Page.PNG

> See Report Sample ...
http://www.net-report.net/ics/Email Home_Page.PNG

1 Employee Internet Usage
> See Report Sample ...
http://www.net-report.net/ics/Proxy Home Page.PNG

1 Alert Statistics Reports
> See Report Sample ...
http://www.net-report.net/ics/General_Alert_Statistics.PNG

Compliance Suite Alerts

Directory Access Denied

File Access Denied

Account Created

Account Modified

User Group Created

User Added

Windows Password Modified
Windows Permissions Modified
Privilege Use Failure Audit
Privilege Use Success Audit
Security Log Cleared

Service Stopped

Virus, Spam, Inappropriate e-mail
Blocked Service

=4 =4 =4 4 8 -4 -4 -8 -8 -8 -8 -2 - -9

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module
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http://www.net-report.net/ics/Windows_File_Access.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/Security_Privilege_Use.PNG
http://www.net-report.net/ics/CF_Home_Page.PNG
http://www.net-report.net/ics/Email_Home_Page.PNG
http://www.net-report.net/ics/Proxy_Home_Page.PNG
http://www.net-report.net/ics/General_Alert_Statistics.PNG
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ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

8.3.3 Removal of access rights Compliance Suite Reports
1 Asset Protection Control
> See Report Sample...
http://www.net-report.net/ics/Windows_File_Access.PNG
I Control of User IDs and Passwords

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG
I Security Privilege Use

> See Report Sample ...
http://www.net-report.net/ics/Security Privilege Use.PNG

1 Alert Statistics Reports
> See Report Sample ...
http://www.net-report.net/ics/General _Alert Statistics.PNG

Compliance Suite Alerts

Account Deleted

Account Modified

User Deleted from User Group
User Group Modified

Windows Permissions Modified
Login Failure

Security Privilege Use Modified
Directory Access Denied

File Access Denied

Systems Logs Cleared

=4 =4 =4 4 4 -8 A -8 -9 -
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ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite
10 Communications And Operations Compliance Suite Reports
Management f  Security Account Management Changes

10.1.2 Change Management > See Report Sample

http://www.net-report.net/ics/ISAM_Changes.PNG
I  Security System Event Activity

> See Report Sample ...

http://www.net-report.net/ics/SSE_Activity.PNG
1  Security Policy Change Activity

> See Report Sample ...

http://www.net-report.net/ics/Policy Change Activity.PNG
I  Security Privilege Use
> See Report Sample ...

http://www.net-report.net/ics/Security Privilege Use.PNG
i Started and Stopped Services

> See Report Sample...

http://www.net-report.net/ics/Services Started Stopped.PNG
1 Control of User IDs and Passwords

> See Report Sample...

http://www.net-report.net/ics/Logon_Logoff.PNG
1 Asset Protection Control

> See Report Sample...

http://www.net-report.net/ics/Windows_File Access.PNG
1 Employee Electronic Mail Usage

> See Report Sample ...

http://www.net-report.net/ics/CF_Home Page.PNG

> See Report Sample ...

http://www.net-report.net/ics/Email Home_Page.PNG
1 Employee Internet Usage

> See Report Sample ...
http://www.net-report.net/ics/Proxy Home_ Page.PNG
1 Alert Statistics Reports

> See Report Sample ...
http://www.net-report.net/ics/General _Alert_Statistics.PNG

Compliance Suite Alerts
Account Created
Account Deleted
Firewall Policy Change
Firewall State Change
Firewall Failover Performed
Firewall Failover Disabled
User Groups Modified
Permissions Modified
Compliance Audit Trail

1 Click&DECIDE Log Storage Module

= =4 -4 4 a8 -8 -8 A
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http://www.net-report.net/ics/SAM_Changes.PNG
http://www.net-report.net/ics/SSE_Activity.PNG
http://www.net-report.net/ics/Policy_Change_Activity.PNG
http://www.net-report.net/ics/Security_Privilege_Use.PNG
http://www.net-report.net/ics/Services_Started_Stopped.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/Windows_File_Access.PNG
http://www.net-report.net/ics/CF_Home_Page.PNG
http://www.net-report.net/ics/Email_Home_Page.PNG
http://www.net-report.net/ics/Proxy_Home_Page
http://www.net-report.net/ics/General_Alert_Statistics.PNG

m CLiCk&DECiDE Business Application Intelligence | White Paper

| | 1 Click&DECIDE Log Vault Module |

ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

10.1.3 Segregation of Duties Compliance Suite Reports
1  Security Account Management Changes
> See Report Sample ...
http://www.net-report.net/ics/SAM_Changes.PNG
I  Security System Event Activity

> See Report Sample ...

http://www.net-report.net/ics/SSE_Activity.PNG
1 Security Policy Change Activity

> See Report Sample ...

http://www.net-report.net/ics/Policy Change Activity.PNG
I Security Privilege Use

> See Report Sample ...
http://www.net-report.net/ics/Security Privilege Use.PNG
I Started and Stopped Services
> See Report Sample...
http://www.net-report.net/ics/Services Started Stopped.PNG
1 Control of User IDs and Passwords

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG
I Asset Protection Control

> See Report Sample...

http://www.net-report.net/ics/Windows_File Access.PNG
1 Alert Statistics Reports

> See Report Sample ...

http://www.net-report.net/ics/General_Alert_Statistics.PNG

Compliance Suite Alerts

Account Created

Account Modified

User Group Member Added
User Group Created

User Group Modified

Windows Password Modified
Windows Permissions Modified
Security Privilege Use Modified

= =4 4 4 -8 -8 -8 -2

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module
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http://www.net-report.net/ics/SSE_Activity.PNG
http://www.net-report.net/ics/Policy_Change_Activity.PNG
http://www.net-report.net/ics/Security_Privilege_Use.PNG
http://www.net-report.net/ics/Services_Started_Stopped.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/Windows_File_Access.PNG
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ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite
10.1.4 Separation of Development, Test | Compliance Suite Reports
and Operational Facilities 1 Blocked and Accepted Firewall Traffic
> See Report Sample ...
http://www.net-report.net/ics/FW_BA_Traffic.PNG
1 Incoming Blocked Services

> See Report Sample ...
http://www.net-report.net/ics/FW_1B_Services.PNG
I Firewall Blocked Visitors

> See Report Sample ...
http://www.net-report.net/ics/Firewall B_Visitors.PNG

1 Content Filtering
> See Report Sample ...
http://www.net-report.net/ics/CF_Home Page.PNG
1 Security Account Logon Activity
> See Report Sample...
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
1 Security Policy Change Activity
> See Report Sample ...
http://www.net-report.net/ics/Policy Change_Activity.PNG
I Security Privilege Use
> See Report Sample ...
http://www.net-report.net/ics/Security Privilege Use.PNG
1  Security Log Activity
> See Report Sample ...
http://www.net-report.net/ics/Security Log_Activity.PNG
1  Security System Event Activity
> See Report Sample ...
http://www.net-report.net/ics/SSE_Activity.PNG
1 Control of User IDs and Passwords

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG
1 Asset Protection Control

> See Report Sample...
http://www.net-report.net/ics/Windows File Access.PNG
1  Security Account Management Changes

> See Report Sample ...
http://www.net-report.net/ics/SAM_Changes.PNG
i Alert Statistics Reports

> See Report Sample ...
http://www.net-report.net/ics/General_Alert_Statistics.PNG
Compliance Suite Alerts
1 Firewall Policy Modified
1 Blocked Firewall Traffic
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http://www.net-report.net/ics/FW_Blocked_Accepted_Traffic.PNG
http://www.net-report.net/ics/FW_IB_Services.PNG
http://www.net-report.net/ics/Firewall_Blocked_Visitors.PNG
http://www.net-report.net/ics/CF_Home_Page.PNG
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
http://www.net-report.net/ics/Policy_Change_Activity.PNG
http://www.net-report.net/ics/Security_Privilege_Use.PNG
http://www.net-report.net/ics/Security_Log_Activity.PNG
http://www.net-report.net/ics/SSE_Activity.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/Windows_File_Access.PNG
http://www.net-report.net/ics/SAM_Changes.PNG
http://www.net-report.net/ics/General_Alert_Statistics.PNG
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1

T  Windows Password Modified
1 Windows Permissions Modified

Security Privilege Use Modified

ISO/IEC 27002:2005

10.2.2 Monitoring and Review of Third

Party Services q

= =4 =4 a4 A -1

1
1

Compliance Suite Reports to monitor

‘ Click&DECIDE Compliance Suite

Firewall Statistics
> See Report Sample ...
http://www.net-report.net/ics/Firewall Home Page.PNG

Intrusion Prevention System Statistics
> See Report Sample ...
http://www.net-report.net/ics/IPS _Home Page.PNG

Content Filtering Statistics
> See Report Sample ...
http://www.net-report.net/ics/CF_Home Page.PNG

Compliance Suite Alerts

Compliance Audit Trail

Proxy Statistics

> See Report Sample ...
http://www.net-report.net/ics/Proxy Home Page.PNG
Windows System Statistics

> See Report Sample ...
http://www.net-report.net/ics/WMI_Home_Page.PNG
Alert Statistics Reports

> See Report Sample ...
http://www.net-report.net/ics/General_Alert_Statistics.PNG

Firewall Failover Errors
Firewall Failover Performed
Firewall Failover Disabled
Firewall State Change
System Restart

Windows Server Restart

Click&DECIDE Log Storage Module
Click&DECIDE Log Vault Module

ISO/IEC 27002:2005 \

10.3.1 Capacity Management ]

1
1

Click&DECIDE Compliance Suite

Compliance Suite Alerts

Windows System Statistics
> See Report Sample ...
http://www.net-report.net/ics/WMI_Home Page.PNG

[Device X] File System Full
Disk Full
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http://www.net-report.net/ics/Firewall_Home_Page.PNG
http://www.net-report.net/ics/IPS_Home_Page.PNG
http://www.net-report.net/ics/CF_Home_Page.PNG
http://www.net-report.net/ics/Proxy_Home_Page.PNG
http://www.net-report.net/ics/WMI_Home_Page.PNG
http://www.net-report.net/ics/General_Alert_Statistics
http://www.net-report.net/ics/WMI_Home_Page.PNG

m CLiCk&DEC'.DE Business Application Intelligence | White Paper

I Thresholds Exceeded

ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

10.4.1 Controls Against Malicious Code | Compliance Suite Reports

1 General Content Filtering Statistics (Inbound, Outbound,
10.4.2 Controls Against Mobile Code Internal, Virus, Spam and inappropriate E-mail Statistics)

> See Report Sample ...

http://www.net-report.net/ics/CF_Home Page.PNG
1 Inappropriate E-mail Category Statistics

> See Report Sample ...

http://www.net-report.net/ics/IE_mail _Categories.PNG
1 Employee Electronic Mail Usage

> See Report Sample ...
http://www.net-report.net/ics/CF_Home Page.PNG

> See Report Sample ...

http://www.net-report.net/ics/Email Home_Page.PNG
1 Employee Internet Usage

> See Report Sample ...

http://www.net-report.net/ics/Proxy Home Page.PNG

i Intrusion Prevention System Statistics (Attack Origins, Attacks
Detected, Attacks by Applications)

> See Report Sample ...
http://www.net-report.net/ics/IPS_Home Page.PNG
1 IPS - Inbound Threats
> See Report Sample ...
http://www.net-report.net/ics/IPS_Inbound Threats.PNG
1 IPS —Threat Categories Detected
> See Report Sample ...
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
1 IPS — Accepted and Blocked Traffic
> See Report Sample ...
http://www.net-report.net/ics/IPS_AB_Traffic.PNG
1 Firewall Statistics

> See Report Sample ...
http://www.net-report.net/ics/Firewall Home Page.PNG
1 Blocked and Accepted Firewall Traffic

> See Report Sample ...
http://www.net-report.net/ics/FW_BA_Traffic.PNG
1 Incoming Blocked Services

> See Report Sample ...
http://www.net-report.net/ics/FW_1B_Services.PNG
1 Firewall Blocked Visitors

> See Report Sample ...
http://www.net-report.net/ics/Firewall B_Visitors.PNG

Contact us: E-mail: sales@clickndecide.com Tel: +33 (0)6 71 99 86 60

14
Sales Office: 98, Route de la Reine - 92100 Boulogne-Bt, France. I 1 k d 1 d
To contact your nearest Click&DECIDE partner please click here. WWW. C IC n eCI e . COI I l



http://www.net-report.net/ics/CF_Home_Page.PNG
http://www.net-report.net/ics/IE_mail_Categories.PNG
http://www.net-report.net/ics/CF_Home_Page.PNG
http://www.net-report.net/ics/Email_Home_Page.PNG
http://www.net-report.net/ics/Proxy_Home_Page
http://www.net-report.net/ics/IPS_Home_Page.PNG
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
http://www.net-report.net/ics/IPS_Accepted_Blocked_Traffic
http://www.net-report.net/ics/Firewall_Home_Page.PNG
http://www.net-report.net/ics/FW_BA_Traffic.PNG
http://www.net-report.net/ics/FW_IB_Services.PNG
http://www.net-report.net/ics/Firewall_Blocked_Visitors.PNG
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1 Proxy Statistics

> See Report Sample ...
http://www.net-report.net/ics/Proxy Home Page.PNG
i Alert Statistics Reports

> See Report Sample ...
http://www.net-report.net/ics/General _Alert_Statistics.PNG

Compliance Suite Alerts
1 Virus, Spam Alerts
1 Malware Alerts
1 IPS/IDS Alerts
1 Firewall Threshold Alerts

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module

ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

10.5.1 Information Backup Compliance Suite Alerts
Cleared Security Log Audit Events

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module
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http://www.net-report.net/ics/Proxy_Home_Page.PNG
http://www.net-report.net/ics/General_Alert_Statistics
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ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

10.6.1 Network Controls Compliance Suite Reports
1 Firewall Statistics

> See Report Sample ...
http://www.net-report.net/ics/Firewall Home Page.PNG
1 Blocked and Accepted Firewall Traffic

> See Report Sample ...
http://www.net-report.net/ics/FW_BA_Traffic.PNG
1 Incoming/Outgoing Blocked Services

> See Report Sample ...
http://www.net-report.net/ics/FW_1B_Services.PNG

I Firewall Blocked Visitors
> See Report Sample ...
http://www.net-report.net/ics/Firewall B _Visitors.PNG

i Intrusion Prevention System Statistics (Attack Origins, Attacks
Detected, Attacks by Applications)

> See Report Sample ...
http://www.net-report.net/ics/IPS_Home Page.PNG
1 IPS - Inbound Threats
> See Report Sample ...
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
1 IPS —Threat Categories Detected
> See Report Sample ...
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
1 IPS — Accepted and Blocked Traffic
> See Report Sample ...
http://www.net-report.net/ics/IPS_AB_Traffic.PNG

1 General Content Filtering Statistics (Inbound, Outbound,
Internal, Virus, Spam and inappropriate E-mail Statistics)

> See Report Sample ...
http://www.net-report.net/ics/CF_Home Page.PNG
1 Inappropriate E-mail Category Statistics

> See Report Sample ...

http://www.net-report.net/ics/IE_mail_Categories.PNG
1 Employee Electronic Mail Usage

> See Report Sample ...

http://www.net-report.net/ics/CF_Home Page.PNG

> See Report Sample ...
http://www.net-report.net/ics/Email_Home Page.PNG
1 Employee Internet Usage

> See Report Sample ...
http://www.net-report.net/ics/Proxy Home Page.PNG
i Alert Statistics Reports

> See Report Sample ...
http://www.net-report.net/ics/General _Alert_Statistics.PNG

Compliance Suite Alerts
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http://www.net-report.net/ics/Firewall_Home_Page.PNG
http://www.net-report.net/ics/FW_BA_Traffic.PNG
http://www.net-report.net/ics/FW_IB_Services.PNG
http://www.net-report.net/ics/Firewall_B_Visitors.PNG
http://www.net-report.net/ics/IPS_Home_Page.PNG
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
http://www.net-report.net/ics/IPS_AB_Traffic.PNG
http://www.net-report.net/ics/CF_Home_Page.PNG
http://www.net-report.net/ics/IE_mail_Categories.PNG
http://www.net-report.net/ics/CF_Home_Page.PNG
http://www.net-report.net/ics/Email_Home_Page.PNG
http://www.net-report.net/ics/Proxy_Home_Page.PNG
http://www.net-report.net/ics/General_Alert_Statistics.PNG

m CLiCk&DEC'.DE Business Application Intelligence | White Paper

Firewall Threshold Alerts
Virus, Spam Alerts
Malware Alerts

IPS/IDS Alerts

= =4 A -

Compliance Audit Trail
i1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module

ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

10.6.2 Security of Network Services Compliance Suite Reports
1 Firewall Statistics
> See Report Sample ...
http://www.net-report.net/ics/Firewall Home Page.PNG
1 Blocked and Accepted Firewall Traffic
> See Report Sample ...
http://www.net-report.net/ics/FW_BA_Traffic.PNG
1 Incoming/Outgoing Blocked Services

> See Report Sample ...

http://www.net-report.net/ics/FW_IB_Services.PNG
1 Firewall Blocked Visitors

> See Report Sample ...

http://www.net-report.net/ics/Firewall B _Visitors.PNG

i Intrusion Prevention System Statistics (Attack Origins, Attacks
Detected, Attacks by Applications)

> See Report Sample ...
http://www.net-report.net/ics/IPS_Home Page.PNG
1 IPS - Inbound Threats
> See Report Sample ...
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
1 IPS —Threat Categories Detected
> See Report Sample ...
http://www.net-report.net/ics/IPS_Inbound Threats.PNG
1 IPS — Accepted and Blocked Traffic
> See Report Sample ...
http://www.net-report.net/ics/IPS_AB_Traffic.PNG

1 General Content Filtering Statistics (Inbound, Outbound,
Internal, Virus, Spam and inappropriate E-mail Statistics)

> See Report Sample ...
http://www.net-report.net/ics/CF_Home Page.PNG
i Alert Statistics Reports

> See Report Sample ...
http://www.net-report.net/ics/General _Alert_Statistics.PNG

Compliance Suite Alerts

Contact us: E-mail: sales@clickndecide.com Tel: +33 (0)6 71 99 86 60

17
Sales Office: 98, Route de la Reine - 92100 Boulogne-Bt, France. I 1 k d 1 d
To contact your nearest Click&DECIDE partner please click here. WWW. C IC n eCI e . COI I l



http://www.net-report.net/ics/Firewall_Home_Page.PNG
http://www.net-report.net/ics/FW_BA_Traffic.PNG
http://www.net-report.net/ics/FW_IB_Services.PNG
http://www.net-report.net/ics/Firewall_B_Visitors.PNG
http://www.net-report.net/ics/IPS_Home_Page.PNG
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
http://www.net-report.net/ics/IPS_AB_Traffic.PNG
http://www.net-report.net/ics/CF_Home_Page.PNG
http://www.net-report.net/ics/General_Alert_Statistics.PNG
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Risky Firewall Traffic Alerts
Firewall Threshold Alerts
Firewall Policy Changed
Virus, Spam Alerts
Malware Alerts

IPS/IDS Alerts

= =4 =4 -4 —a A

ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

10.7.4 Security of system Compliance Suite Reports
documentation

1 Asset Protection Control (Access to confidential files and
directories control)
> See Report Sample...
http://www.net-report.net/ics/Windows_File_Access.PNG
1 Control of User IDs and Passwords
> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG

I Security Privilege Use

> See Report Sample ...

http://www.net-report.net/ics/Security Privilege Use.PNG
1 Alert Statistics Reports

> See Report Sample ...

http://www.net-report.net/ics/General_Alert_Statistics.PNG

Compliance Suite Alerts

Account Created

Account Modified

User Created in User Group
User Group Modified

Windows Permissions Modified
Login Failure

Security Privilege Use Modified
Directory Access Denied

File Access Denied

Systems Logs Cleared

=4 =4 =4 4 A8 -8 A -8 -8 A

ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

10.8.1 Information exchange policies Compliance Suite Reports
and procedures (b., ., g. and h.) Please see Section 10.4.1 Controls Against Malicious Code

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module
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http://www.net-report.net/ics/Windows_File_Access.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/Security_Privilege_Use.PNG
http://www.net-report.net/ics/General_Alert_Statistics.PNG
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ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

10.8.4 Electronic Messaging Compliance Suite Reports

1 Employee Electronic Mail Usage
> See Report Sample ...
http://www.net-report.net/ics/CF_Home Page.PNG

> See Report Sample ...
http://www.net-report.net/ics/Email Home Page.PNG
T Inbound, Outbound and Internal E-mail Traffic

> See Report Sample ...
http://www.net-report.net/ics/Email_Traffic. PNG
1 External E-mail Sender Companies

> See Report Sample ...
http://www.net-report.net/ics/External _Sender Companies.PNG
1 E-mail Recipients Receiving the most Inbound Emails

> See Report Sample...
http://www.net-report.net/ics/IR_Inbound Emails.PNG

i1 Internal Senders Sending the most Outbound Emails
> See Report Sample...
http://www.net-report.net/ics/IS_Outbound_Emails.PNG
1 External Senders Sending the most Inbound Emails

> See Report Sample ...
http://www.net-report.net/ics/ES_Inbound_Emails.PNG
1 External Recipients Receiving the most Outbound Emails

> See Report Sample ...
http://www.net-report.net/ics/ER_Outbound Emails.PNG

1 General Content Filtering Statistics (Inbound, Outbound,
Internal, Virus, Spam and inappropriate E-mail Statistics)

> See Report Sample ...
http://www.net-report.net/ics/CF_Home Page.PNG
1 Inappropriate E-mail Category Statistics
> See Report Sample ...
http://www.net-report.net/ics/IE_mail_Categories.PNG
1 Employee Internet Usage

> See Report Sample ...
http://www.net-report.net/ics/Proxy Home Page.PNG
i Alert Statistics Reports

> See Report Sample ...
http://www.net-report.net/ics/General _Alert_Statistics.PNG

Compliance Suite Alerts
1 Virus, Spam Alerts
1 Inappropriate E-mail Usage
i1 Inappropriate Internet Usage

Compliance Audit Trail
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http://www.net-report.net/ics/CF_Home_Page.PNG
http://www.net-report.net/ics/Email_Home_Page.PNG
http://www.net-report.net/ics/Email_Traffic.PNG
http://www.net-report.net/ics/External_Sender_Companies.PNG
http://www.net-report.net/ics/Internal_Recipients_Inbound_Emails
http://www.net-report.net/ics/Internal_Senders_Outbound_Emails
http://www.net-report.net/ics/ES_Inbound_Emails.PNG
http://www.net-report.net/ics/ER_Outbound_Emails.PNG
http://www.net-report.net/ics/CF_Home_Page.PNG
http://www.net-report.net/ics/IE_mail_Categories.PNG
http://www.net-report.net/ics/Proxy_Home_Page.PNG
http://www.net-report.net/ics/General_Alert_Statistics.PNG
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1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module

ISO/IEC 27002:2005

10.8.5 Business information systems

‘ Click&DECIDE Compliance Suite

Compliance Suite Reports

I Asset Protection Control (Access to confidential files and
directories control)

> See Report Sample...
http://www.net-report.net/ics/Windows_File Access.PNG
9 Control of User IDs and Passwords

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff. PNG
1 Security Account Logon Activity
> See Report Sample...
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
I Security Privilege Use
> See Report Sample ...
http://www.net-report.net/ics/Security Privilege Use.PNG
1 Alert Statistics Reports
> See Report Sample ...
http://www.net-report.net/ics/General_Alert_Statistics.PNG

Compliance Suite Alerts

Account Created

Account Modified

User Created in User Group
User Group Modified

Windows Permissions Modified
Login Failure

Security Privilege Use Modified
Directory Access Denied

File Access Denied

Systems Logs Cleared

=4 =4 =4 4 -8 -8 -8 -8 -2 A

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module
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http://www.net-report.net/ics/Windows_File_Access.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
http://www.net-report.net/ics/Security_Privilege_Use.PNG
http://www.net-report.net/ics/General_Alert_Statistics.PNG
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ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

10.10.1 Audit Logging Compliance Suite Reports
1 Logon and Logoff Events

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff. PNG
1 Security Account Logon Activity

> See Report Sample...
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
1 System Access

> See Report Sample...

http://www.net-report.net/ics/Security Log_Activity.PNG
1  Security Privilege Use

> See Report Sample...

http://www.net-report.net/ics/Security Privilege Use.PNG

1 Files Accessed
> See Report Sample...
http://www.net-report.net/ics/Windows_File Access.PNG
1 Policy Change
> See Report Sample...
http://www.net-report.net/ics/Policy Change_Activity.PNG
1 Cleared Security Log Audit Events
1  Security Account Management Changes
> See Report Sample...
http://www.net-report.net/ics/SAM_Changes.PNG
1 Alert Statistics Reports
> See Report Sample ...
http://www.net-report.net/ics/General_Alert_Statistics.PNG

Compliance Suite Alerts

Directory Access Denied

File Access Denied

Account Created

Account Modified

User Created in User Group
User Group Modified

Windows Permissions Modified
Login Failure

Security Privilege Use Modified
Systems Logs Cleared

= =4 =4 4 -8 -4 - -8 -2 A

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module
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http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
http://www.net-report.net/ics/Security_Log_Activity.PNG
http://www.net-report.net/ics/Security_Privilege_Use.PNG
http://www.net-report.net/ics/Windows_File_Access.PNG
http://www.net-report.net/ics/Policy_Change_Activity.PNG
http://www.net-report.net/ics/SAM_Changes.PNG
http://www.net-report.net/ics/General_Alert_Statistics.PNG
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ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

10.10.2 Monitoring System Use Compliance Suite Reports
1 Logon and Logoff Events

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG
1 Security Account Logon Activity

> See Report Sample...
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
1 System Access

> See Report Sample...

http://www.net-report.net/ics/Security Log_Activity.PNG
1  Security Privilege Use

> See Report Sample...

http://www.net-report.net/ics/Security Privilege Use.PNG

1 Files Accessed
> See Report Sample...
http://www.net-report.net/ics/Windows_File Access.PNG
1 Policy Change
> See Report Sample...
http://www.net-report.net/ics/Policy Change_Activity.PNG
1 Cleared Security Log Audit Events
1  Security Account Management Changes
> See Report Sample...
http://www.net-report.net/ics/SAM_Changes.PNG
1 Firewall Statistics
> See Report Sample ...
http://www.net-report.net/ics/Firewall Home Page.PNG
1 Blocked and Accepted Firewall Traffic
> See Report Sample ...
http://www.net-report.net/ics/FW_BA_Traffic.PNG
1 Incoming/Outgoing Blocked Services
> See Report Sample ...
http://www.net-report.net/ics/FW_1B_Services.PNG
i1 Firewall Blocked Visitors

> See Report Sample ...
http://www.net-report.net/ics/Firewall B _Visitors.PNG

1 Intrusion Prevention System Statistics (Attack Origins, Attacks
Detected, Attacks by Applications)

> See Report Sample ...
http://www.net-report.net/ics/IPS_Home Page.PNG
1 IPS - Inbound Threats
> See Report Sample ...
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
1 IPS — Threat Categories Detected
> See Report Sample ...
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
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http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
http://www.net-report.net/ics/Security_Log_Activity.PNG
http://www.net-report.net/ics/Security_Privilege_Use.PNG
http://www.net-report.net/ics/Windows_File_Access.PNG
http://www.net-report.net/ics/Policy_Change_Activity.PNG
http://www.net-report.net/ics/SAM_Changes.PNG
http://www.net-report.net/ics/Firewall_Home_Page.PNG
http://www.net-report.net/ics/FW_BA_Traffic.PNG
http://www.net-report.net/ics/FW_IB_Services.PNG
http://www.net-report.net/ics/Firewall_B_Visitors.PNG
http://www.net-report.net/ics/IPS_Home_Page.PNG
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
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1 IPS — Accepted and Blocked Traffic
> See Report Sample ...
http://www.net-report.net/ics/IPS_AB_Traffic.PNG
i Alert Statistics Reports

> See Report Sample ...
http://www.net-report.net/ics/General _Alert_Statistics.PNG

Compliance Suite Alerts

Directory Access Denied

File Access Denied

Account Created

Account Modified

User Created in User Group
User Group Modified

Windows Permissions Modified
Login Failure

Security Privilege Use Modified
Systems Logs Cleared

Policy Violation

Risky Firewall Traffic Alerts
Firewall Threshold Alerts
Firewall Policy Changed

Virus, Spam Alerts

Malware Alerts

IPS/IDS Alerts

=4 =4 =4 4 -4 -4 -8 -8 -4 -8 -8 -4 _a -5 -9 -2 -9

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module

ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

10.10.3 Protection of Log Information Compliance Suite Alerts

Systems Logs Cleared
Directory Access Denied

File Access Denied

Windows Permissions Modified
Login Failure

Security Privilege Use Modified

= =4 =4 4 -8 -1

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module
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http://www.net-report.net/ics/IPS_AB_Traffic.PNG
http://www.net-report.net/ics/General_Alert_Statistics.PNG
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ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite
10.10.4 Administrative and Operator Compliance Suite Reports
Logs f  Logon and Logoff Events

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff. PNG
1 Security Account Logon Activity

> See Report Sample...
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
1 System Access

> See Report Sample...

http://www.net-report.net/ics/Security Log_Activity.PNG
1 Security Privilege Use

> See Report Sample...

http://www.net-report.net/ics/Security Privilege Use.PNG
1 Files Accessed
> See Report Sample...

http://www.net-report.net/ics/Windows File Access.PNG
1 Policy Change
> See Report Sample...

http://www.net-report.net/ics/Policy Change_Activity.PNG
1 Cleared Security Log Audit Events
1  Security Account Management Changes
> See Report Sample...
http://www.net-report.net/ics/SAM_Changes.PNG

Compliance Suite Alerts

Directory Access Denied

File Access Denied

Account Created

Account Modified

User Created in User Group
User Group Modified

Windows Permissions Modified
Login Failure

Security Privilege Use Modified
Systems Logs Cleared

Policy Violation

=4 =4 =4 4 A8 -4 - -8 -8 - -

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module
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http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
http://www.net-report.net/ics/Security_Log_Activity.PNG
http://www.net-report.net/ics/Security_Privilege_Use.PNG
http://www.net-report.net/ics/Windows_File_Access.PNG
http://www.net-report.net/ics/Policy_Change_Activity.PNG
http://www.net-report.net/ics/SAM_Changes.PNG
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ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

10.10.5 Fault Logging Compliance Suite Reports
i1 Firewall Statistics

> See Report Sample ...
http://www.net-report.net/ics/Firewall Home Page.PNG
1 Blocked and Accepted Firewall Traffic
> See Report Sample ...
http://www.net-report.net/ics/FW_BA_Traffic.PNG
1 Incoming/Outgoing Blocked Services

> See Report Sample ...
http://www.net-report.net/ics/FW_1B_Services.PNG
I Firewall Blocked Visitors

> See Report Sample ...
http://www.net-report.net/ics/Firewall B_Visitors.PNG

i Intrusion Prevention System Statistics (Attack Origins, Attacks
Detected, Attacks by Applications)

> See Report Sample ...
http://www.net-report.net/ics/IPS_Home Page.PNG
1 IPS - Inbound Threats
> See Report Sample ...
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
1 IPS —Threat Categories Detected
> See Report Sample ...
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
1 IPS — Accepted and Blocked Traffic
> See Report Sample ...
http://www.net-report.net/ics/IPS_AB_Traffic.PNG

1 General Content Filtering Statistics (Inbound, Outbound,
Internal, Virus, Spam and inappropriate E-mail Statistics)

> See Report Sample ...
http://www.net-report.net/ics/CF_Home_Page.PNG
1 Alert Statistics Reports

> See Report Sample ...
http://www.net-report.net/ics/General _Alert_Statistics.PNG

Compliance Suite Alerts
1 Filer Disk Failure
i  Filer Disk Missing
1 Filer File System Full

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module
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ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

10.10.6 Clock Synchronization Compliance Suite Alerts
1 NTP Server Unreachable
1 NTP Clock Synchronized
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ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite
11 Access Control Compliance Suite Reports
11.2.1 User Registration 1 Control of User IDs and Passwords

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG
1 System Access

> See Report Sample...
http://www.net-report.net/ics/Security Log_Activity.PNG
I Logon and Logoff Events

> See Report Sample...

http://www.net-report.net/ics/Logon_Logoff.PNG
1  Security Privilege Use

> See Report Sample ...

http://www.net-report.net/ics/Security Privilege Use.PNG

1 Security Account Logon Activity
> See Report Sample...
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
I Security Account Management Changes
> See Report Sample...
http://www.net-report.net/ics/SAM_Changes.PNG

I Asset Protection Control (Access to confidential files and
directories control)

> See Report Sample...
http://www.net-report.net/ics/Windows File Access.PNG
1 Files Accessed

> See Report Sample...

http://www.net-report.net/ics/Windows_File Access.PNG
1 Policy Change

> See Report Sample...

http://www.net-report.net/ics/Policy Change_Activity.PNG
1 Cleared Security Log Audit Events

Compliance Suite Alerts

Account Created

Account Modified

User Created in User Group
User Group Modified

Login Failure

Login Succeeded

Security Privilege Use Modified
Directory Access Denied

File Access Denied

Windows Permissions Modified
Systems Logs Cleared

=4 =4 =4 4 8 -4 a8 -8 -2 -2 -
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http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/Security_Log_Activity.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/Security_Privilege_Use.PNG
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
http://www.net-report.net/ics/SAM_Changes.PNG
http://www.net-report.net/ics/Windows_File_Access.PNG
http://www.net-report.net/ics/Windows_File_Access.PNG
http://www.net-report.net/ics/Policy_Change_Activity.PNG
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ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

11.2.2 Privilege Management Compliance Suite Reports
1  Security Privilege Use
> See Report Sample ...
http://www.net-report.net/ics/Security Privilege Use.PNG
1 System Access

> See Report Sample...
http://www.net-report.net/ics/Security Log_Activity.PNG
9 Control of User IDs and Passwords

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG

1 Security Account Logon Activity
> See Report Sample...
http://www.net-report.net/ics/SAc_Logon_Activity.PNG

1 Security Account Management Changes
> See Report Sample...
http://www.net-report.net/ics/SAM_Changes.PNG

1 Asset Protection Control (Access to confidential files and
directories control)

> See Report Sample...
http://www.net-report.net/ics/Windows_File Access.PNG
1 Logon and Logoff Events
> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG
1 Files Accessed

> See Report Sample...

http://www.net-report.net/ics/Windows_File Access.PNG
1 Policy Change

> See Report Sample...

http://www.net-report.net/ics/Policy Change_Activity.PNG
1 Cleared Security Log Audit Events

Compliance Suite Alerts

Security Privilege Use Modified
Login Failure

Login Succeeded

Account Created

Account Deleted

Account Modified

User Created in User Group
User Group Created

User Group Modified

User Group Deleted

Directory Access Denied

File Access Denied

Windows Permissions Modified
Systems Logs Cleared

=4 =4 =4 4 8 -4 -4 -8 -8 -2 -8 -9 -9

=
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http://www.net-report.net/ics/Security_Privilege_Use.PNG
http://www.net-report.net/ics/Security_Log_Activity.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
http://www.net-report.net/ics/SAM_Changes.PNG
http://www.net-report.net/ics/Windows_File_Access.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
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f
f

Compliance Audit Trail

Click&DECIDE Log Storage Module
Click&DECIDE Log Vault Module

ISO/IEC 27002:2005

11.2.3 User Password Management
1

f
f
f

f
f

‘ Click&DECIDE Compliance Suite

Compliance Suite Reports

Control of User IDs and Passwords

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff. PNG
Logon and Logoff Events

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG
Security Privilege Use

> See Report Sample ...
http://www.net-report.net/ics/Security Privilege Use.PNG
Security Account Logon Activity

> See Report Sample...
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
Cleared Security Log Audit Events

Compliance Suite Alerts

Windows Password Modified
Login Failure
Login Succeeded

Compliance Audit Trail

Click&DECIDE Log Storage Module
Click&DECIDE Log Vault Module

ISO/IEC 27002:2005

11.2.4 Review of User Access Rights
1

Click&DECIDE Compliance Suite

Compliance Suite Reports

Logon and Logoff Events

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG
Security Account Logon Activity

> See Report Sample...
http://www.net-report.net/ics/SAc_Logon_Activity.PNG

Security Account Management Changes
> See Report Sample...
http://www.net-report.net/ics/SAM_Changes.PNG

Policy Change
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http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/Security_Privilege_Use.PNG
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
http://www.net-report.net/ics/SAM_Changes.PNG
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> See Report Sample...

http://www.net-report.net/ics/Policy Change_Activity.PNG
i  Security Privilege Use

> See Report Sample ...

http://www.net-report.net/ics/Security Privilege Use.PNG
1 System Access

> See Report Sample...

http://www.net-report.net/ics/Security Log_Activity.PNG
1 Control of User IDs and Passwords

> See Report Sample...

http://www.net-report.net/ics/Logon_Logoff. PNG

1 Asset Protection Control (Access to confidential files and
directories control)

> See Report Sample...

http://www.net-report.net/ics/Windows_File_Access.PNG
1 Files Accessed

> See Report Sample...

http://www.net-report.net/ics/Windows_File_Access.PNG
1 Cleared Security Log Audit Events

Compliance Suite Alerts

Account Created

Account Deleted

Account Modified

User Created in User Group
User Group Created

User Group Modified

User Group Deleted

Login Failure

Login Succeeded

Windows Permissions Modified
Windows Policies Modified
Security Privilege Use Modified
Directory Access Denied

File Access Denied

Systems Logs Cleared

=4 =4 =4 4 -8 -4 -8 -8 -2 -8 -8 -2 -8 -9 -2

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module
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http://www.net-report.net/ics/Policy_Change_Activity.PNG
http://www.net-report.net/ics/Security_Privilege_Use.PNG
http://www.net-report.net/ics/Security_Log_Activity.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/Windows_File_Access.PNG
http://www.net-report.net/ics/Windows_File_Access.PNG
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ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

11.3.1 Password Use Compliance Suite Reports
1 Control of User IDs and Passwords
> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff. PNG
I Logon and Logoff Events

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG
1 Security Account Logon Activity

> See Report Sample...
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
1 Cleared Security Log Audit Events

Compliance Suite Alerts
1 Windows Password Modified
1 Login Failure
1 Login Succeeded

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module

ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

11.4.1 Policy on Use of Networked Compliance Suite Reports
Services Firewall Statistics
> See Report Sample ...
http://www.net-report.net/ics/Firewall Home Page.PNG
1 Blocked and Accepted Firewall Traffic

> See Report Sample ...
http://www.net-report.net/ics/FW_BA_Traffic.PNG
1 Incoming/Outgoing Blocked Services
> See Report Sample ...
http://www.net-report.net/ics/FW_IB_Services.PNG
i1 Firewall Blocked Visitors
> See Report Sample ...
http://www.net-report.net/ics/Firewall B_Visitors.PNG
i Alert Statistics Reports

> See Report Sample ...
http://www.net-report.net/ics/General _Alert_Statistics.PNG

Compliance Suite Alerts
1 Risky Firewall Traffic Alerts
i1 Firewall Threshold Alerts
1 Firewall Policy Changed
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http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
http://www.net-report.net/ics/Firewall_Home_Page.PNG
http://www.net-report.net/ics/FW_BA_Traffic.PNG
http://www.net-report.net/ics/FW_IB_Services.PNG
http://www.net-report.net/ics/Firewall_B_Visitors.PNG
http://www.net-report.net/ics/General_Alert_Statistics.PNG
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Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module

ISO/IEC 27002:2005

11.4.6 Network Connection Control
1

f
f
1

1
1

‘ Click&DECIDE Compliance Suite

Compliance Suite Reports

E-mail Content Filtering
> See Report Sample...
http://www.net-report.net/ics/lEmail Home Page.PNG

Blocked FTP Site
> See Report Sample...
http://www.net-report.net/ics/lUTMCF.PNG

Blocked FTP User
> See Report Sample...
http://www.net-report.net/ics/lUTMCF.PNG

Firewall Statistics
> See Report Sample ...
http://www.net-report.net/ics/Firewall Home Page.PNG

Blocked and Accepted Firewall Traffic
> See Report Sample ...
http://www.net-report.net/ics/FW_BA_Traffic.PNG

Incoming/Outgoing Blocked Services
> See Report Sample ...
http://www.net-report.net/ics/FW_IB_Services.PNG

Firewall Blocked Visitors
> See Report Sample ...
http://www.net-report.net/ics/Firewall B _Visitors.PNG

Compliance Suite Alerts

Risky Firewall Traffic Alerts
Firewall Threshold Alerts
Firewall Policy Changed

Compliance Audit Trail

Click&DECIDE Log Storage Module
Click&DECIDE Log Vault Module
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http://www.net-report.net/ics/Firewall_Home_Page.PNG
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ISO/IEC 27002:2005

11.4.7 Network Routing Control

‘ Click&DECIDE Compliance Suite

1

f
f

Compliance Suite Reports

Source and Destination Addresses Control
> See Report Sample...
http://www.net-report.net/ics/Firewall Internal External.PNG

Compliance Audit Trail

Click&DECIDE Log Storage Module
Click&DECIDE Log Vault Module

ISO/IEC 27002:2005

11.5.1 Secure log-on procedures

11.5.2 User Identification and
Authentication

11.5.3 Password Management System
11.5.4 Use of System Utilities

1

‘ Click&DECIDE Compliance Suite

Compliance Suite Reports

Logon and Logoff Events
> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG

Security Account Logon Activity
> See Report Sample...
http://www.net-report.net/ics/SAc_Logon_Activity.PNG

Control of User IDs and Passwords
> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG

Security Account Management Changes
> See Report Sample...
http://www.net-report.net/ics/SAM_Changes.PNG

Policy Change
> See Report Sample...
http://www.net-report.net/ics/Policy Change Activity.PNG

Security Privilege Use
> See Report Sample ...
http://www.net-report.net/ics/Security Privilege_Use.PNG

System Access

> See Report Sample...
http://www.net-report.net/ics/Security Log_Activity.PNG
Control of User IDs and Passwords

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG

Asset Protection Control (Access to confidential files and
directories control)

> See Report Sample...
http://www.net-report.net/ics/Windows File Access.PNG
Files Accessed

> See Report Sample...
http://www.net-report.net/ics/Windows File Access.PNG
Cleared Security Log Audit Events
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http://www.net-report.net/ics/SAc_Logon_Activity.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/SAM_Changes.PNG
http://www.net-report.net/ics/Policy_Change_Activity.PNG
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http://www.net-report.net/ics/Security_Log_Activity.PNG
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Compliance Suite Alerts

Account Created

Account Deleted

Account Modified

User Created in User Group
User Group Created

User Group Modified

User Group Deleted

Login Failure

Login Succeeded

Windows Permissions Modified

Windows Policies Modified
Security Privilege Use Modified
Directory Access Denied

File Access Denied

= =4 =4 4 -4 -8 -8 -8 -2 -8 -2 -2 -5 -9 -2

Systems Logs Cleared

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module

ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

11.6.1 Information Access Restriction Compliance Suite Reports
1 Logon and Logoff Events
> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG
1 Security Account Logon Activity
> See Report Sample...
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
1 Control of User IDs and Passwords
> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG
1  Security Account Management Changes

> See Report Sample...
http://www.net-report.net/ics/SAM_Changes.PNG
1 Policy Change

> See Report Sample...
http://www.net-report.net/ics/Policy Change Activity.PNG
1  Security Privilege Use

> See Report Sample ...
http://www.net-report.net/ics/Security Privilege Use.PNG
I System Access

> See Report Sample...
http://www.net-report.net/ics/Security Log_Activity.PNG
1 Control of User IDs and Passwords
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http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/SAM_Changes.PNG
http://www.net-report.net/ics/Policy_Change_Activity.PNG
http://www.net-report.net/ics/Security_Privilege_Use.PNG
http://www.net-report.net/ics/Security_Log_Activity.PNG
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> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG

i Asset Protection Control (Access to confidential files and
directories control)

> See Report Sample...
http://www.net-report.net/ics/Windows File Access.PNG
1 Files Accessed

> See Report Sample...
http://www.net-report.net/ics/Windows File Access.PNG
1 Cleared Security Log Audit Events

Compliance Suite Alerts

Account Created

Account Deleted

Account Modified

User Created in User Group
User Group Created

User Group Modified

User Group Deleted

Login Failure

Login Succeeded

Windows Permissions Modified
Windows Policies Modified
Security Privilege Use Modified
Directory Access Denied

File Access Denied

Systems Logs Cleared

=4 =4 =4 4 -4 -4 8 -8 -4 -5 -8 -2 -5 -9 -2

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module
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ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite

11.6.2 Sensitive System Isolation Compliance Suite Reports
1 Firewall Statistics

> See Report Sample ...
http://www.net-report.net/ics/Firewall Home Page.PNG
1 Blocked and Accepted Firewall Traffic

> See Report Sample ...
http://www.net-report.net/ics/FW_BA_Traffic.PNG
1 Incoming/Outgoing Blocked Services

> See Report Sample ...
http://www.net-report.net/ics/FW_1B_Services.PNG

I Firewall Blocked Visitors
> See Report Sample ...
http://www.net-report.net/ics/Firewall B _Visitors.PNG

1 Alert Statistics Reports
> See Report Sample ...
http://www.net-report.net/ics/General _Alert_Statistics.PNG

Compliance Suite Alerts
1 Risky Firewall Traffic Alerts
1 Firewall Threshold Alerts
1 Firewall Policy Changed

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module

Contact us: E-mail: sales@clickndecide.com Tel: +33 (0)6 71 99 86 60

36
Sales Office: 98, Route de la Reine - 92100 Boulogne-Bt, France. I - k d - d
To contact your nearest Click&DECIDE partner please click here. WWW. C IC n eCI e . COI I I



http://www.net-report.net/ics/Firewall_Home_Page.PNG
http://www.net-report.net/ics/FW_BA_Traffic.PNG
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ISO/IEC 27002:2005 ‘ Click&DECIDE Compliance Suite
12 Information Systems Acquisition, Compliance Suite Reports
Development and Maintenance 1 Logon and Logoff Events

12.4.1 Control of Operational Software

12.4.3 Access Control to Program
Source Code

12.5.1 Change Control Procedures

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff. PNG
1 Security Account Logon Activity

12.5.2 Technical Review of Applications > See Report Sample...
After Operating System Changes http://www.net-report.net/ics/SAc_Logon_Activity.PNG
12.5.3 Restrictions on Changes to i1 Control of User IDs and Passwords

Software Packages > See Report Sample. ..

http://www.net-report.net/ics/Logon_Logoff.PNG

1 Security Account Management Changes
> See Report Sample...
http://www.net-report.net/ics/SAM_Changes.PNG
1 Policy Change
> See Report Sample...
http://www.net-report.net/ics/Policy Change_Activity.PNG
I Security Privilege Use
> See Report Sample ...
http://www.net-report.net/ics/Security Privilege Use.PNG
1 System Access
> See Report Sample...
http://www.net-report.net/ics/Security Log_Activity.PNG
1 Control of User IDs and Passwords

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG

1 Asset Protection Control (Access to confidential files and
directories control)

> See Report Sample...

http://www.net-report.net/ics/Windows_File Access.PNG
1 Files Accessed

> See Report Sample...

http://www.net-report.net/ics/Windows_File Access.PNG
1 Cleared Security Log Audit Events

Compliance Suite Alerts

Account Created

Account Deleted

Account Modified

User Created in User Group
User Group Created

User Group Modified

User Group Deleted

Login Failure

Login Succeeded

Windows Permissions Modified
Windows Policies Modified

=4 =4 =4 4 -8 -8 -8 -8 -8 A

=
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http://www.net-report.net/ics/SAM_Changes.PNG
http://www.net-report.net/ics/Policy_Change_Activity.PNG
http://www.net-report.net/ics/Security_Privilege_Use.PNG
http://www.net-report.net/ics/Security_Log_Activity.PNG
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Security Privilege Use Modified
Directory Access Denied

File Access Denied

Systems Logs Cleared

= =4 =4 -

Compliance Audit Trail
i1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module
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12.6.1 Control of Technical Compliance Suite Reports
Vulnerabilities f Intrusion Prevention System Statistics (Attack Origins, Attacks

Detected, Attacks by Applications)
> See Report Sample ...
http://www.net-report.net/ics/IPS_Home Page.PNG
1 IPS - Inbound Threats
> See Report Sample ...
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
1 IPS —Threat Categories Detected
> See Report Sample ...

http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
1 IPS — Accepted and Blocked Traffic

> See Report Sample ...

http://www.net-report.net/ics/IPS_AB_Traffic.PNG

1 General Content Filtering Statistics (Inbound, Outbound,
Internal, Virus, Spam and inappropriate E-mail Statistics)

> See Report Sample ...
http://www.net-report.net/ics/CF_Home Page.PNG
1 Firewall Statistics
> See Report Sample ...
http://www.net-report.net/ics/Firewall Home Page.PNG
1 Blocked and Accepted Firewall Traffic
> See Report Sample ...
http://www.net-report.net/ics/FW_BA_Traffic.PNG
1 Incoming/Outgoing Blocked Services
> See Report Sample ...
http://www.net-report.net/ics/FW_IB_Services.PNG
1 Firewall Blocked Visitors
> See Report Sample ...
http://www.net-report.net/ics/Firewall B_Visitors.PNG
1 Alert Statistics Reports

> See Report Sample ...
http://www.net-report.net/ics/General _Alert_Statistics.PNG

Compliance Suite Alerts
1 IPS Alerts

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module
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http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
http://www.net-report.net/ics/IPS_AB_Traffic.PNG
http://www.net-report.net/ics/CF_Home_Page.PNG
http://www.net-report.net/ics/Firewall_Home_Page.PNG
http://www.net-report.net/ics/FW_BA_Traffic.PNG
http://www.net-report.net/ics/FW_IB_Services.PNG
http://www.net-report.net/ics/Firewall_B_Visitors.PNG
http://www.net-report.net/ics/General_Alert_Statistics.PNG
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13 Information Security Incident i Intrusion Prevention System Statistics (Attack Origins, Attacks
Management Detected, Attacks by Applications)

13.1.1 Reporting Information Security > See Report Sample ...

Events

http://www.net-report.net/ics/IPS_Home Page.PNG
1 IPS - Inbound Threats
> See Report Sample ...
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
1 IPS —Threat Categories Detected
> See Report Sample ...

13.1.2 Reporting Security Weaknesses

http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
1 IPS — Accepted and Blocked Traffic
> See Report Sample ...
http://www.net-report.net/ics/IPS_AB_Traffic.PNG
I Logon and Logoff Events

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG
1 Security Account Logon Activity
> See Report Sample...
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
1 Control of User IDs and Passwords
> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG
1 Security Account Management Changes
> See Report Sample...
http://www.net-report.net/ics/SAM_Changes.PNG
1 Policy Change
> See Report Sample...
http://www.net-report.net/ics/Policy Change_Activity.PNG
I Security Privilege Use
> See Report Sample ...
http://www.net-report.net/ics/Security Privilege Use.PNG
I System Access

> See Report Sample...
http://www.net-report.net/ics/Security Log_Activity.PNG
1 Control of User IDs and Passwords

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG

1 Asset Protection Control (Access to confidential files and
directories control)

> See Report Sample...
http://www.net-report.net/ics/Windows File Access.PNG
1 Files Accessed

> See Report Sample...
http://www.net-report.net/ics/Windows File Access.PNG
1 Cleared Security Log Audit Events
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http://www.net-report.net/ics/IPS_Home_Page.PNG
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
http://www.net-report.net/ics/IPS_AB_Traffic.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/SAM_Changes.PNG
http://www.net-report.net/ics/Policy_Change_Activity.PNG
http://www.net-report.net/ics/Security_Privilege_Use.PNG
http://www.net-report.net/ics/Security_Log_Activity.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/Windows_File_Access.PNG
http://www.net-report.net/ics/Windows_File_Access.PNG
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Compliance Suite Alerts

IPS Alerts

Account Created

Account Deleted

Account Modified

User Created in User Group
User Group Created

User Group Modified

User Group Deleted

Login Failure

Login Succeeded

Windows Permissions Modified
Windows Policies Modified
Security Privilege Use Modified
Directory Access Denied

File Access Denied

Systems Logs Cleared
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13.2.1 Responsibilities and Procedures | Compliance Suite Reports

1 General Content Filtering Statistics (Inbound, Outbound,
Internal, Virus, Spam and inappropriate E-mail Statistics)

> See Report Sample ...
http://www.net-report.net/ics/CF_Home Page.PNG
1 Inappropriate E-mail Category Statistics
> See Report Sample ...
http://www.net-report.net/ics/IE_mail Categories.PNG
1 Employee Electronic Mail Usage

> See Report Sample ...
http://www.net-report.net/ics/CF_Home Page.PNG

> See Report Sample ...
http://www.net-report.net/ics/lEmail Home Page.PNG
1 Employee Internet Usage

> See Report Sample ...
http://www.net-report.net/ics/Proxy Home Page.PNG

i1 Intrusion Prevention System Statistics (Attack Origins, Attacks
Detected, Attacks by Applications)

> See Report Sample ...
http://www.net-report.net/ics/IPS_Home Page.PNG
1 IPS - Inbound Threats
> See Report Sample ...
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
1 IPS —Threat Categories Detected
> See Report Sample ...
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
1 IPS — Accepted and Blocked Traffic
> See Report Sample ...
http://www.net-report.net/ics/IPS_AB_Traffic.PNG
1 Firewall Statistics
> See Report Sample ...
http://www.net-report.net/ics/Firewall Home Page.PNG
1 Blocked and Accepted Firewall Traffic

> See Report Sample ...
http://www.net-report.net/ics/FW_BA_Traffic.PNG
1 Incoming Blocked Services

> See Report Sample ...
http://www.net-report.net/ics/FW_1B_Services.PNG
1 Firewall Blocked Visitors

> See Report Sample ...
http://www.net-report.net/ics/Firewall B _Visitors.PNG
1 Proxy Statistics

> See Report Sample ...
http://www.net-report.net/ics/Proxy Home Page.PNG
1 Logon and Logoff Events

Contact us: E-mail: sales@clickndecide.com Tel: +33 (0)6 71 99 86 60

42
Sales Office: 98, Route de la Reine - 92100 Boulogne-Bt, France. I 1 k d 1 d
To contact your nearest Click&DECIDE partner please click here. WWW. C IC n eCI e . COI I l



http://www.net-report.net/ics/CF_Home_Page.PNG
http://www.net-report.net/ics/IE_mail_Categories.PNG
http://www.net-report.net/ics/CF_Home_Page.PNG
http://www.net-report.net/ics/Email_Home_Page.PNG
http://www.net-report.net/ics/Proxy_Home_Page.PNG
http://www.net-report.net/ics/IPS_Home_Page.PNG
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
http://www.net-report.net/ics/IPS_AB_Traffic.PNG
http://www.net-report.net/ics/Firewall_Home_Page.PNG
http://www.net-report.net/ics/FW_BA_Traffic.PNG
http://www.net-report.net/ics/FW_IB_Services.PNG
http://www.net-report.net/ics/Firewall_B_Visitors.PNG
http://www.net-report.net/ics/Proxy_Home_Page.PNG
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Compliance Suite Alerts

Compliance Audit Trail

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff. PNG
Security Account Logon Activity

> See Report Sample...
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
Control of User IDs and Passwords

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff. PNG
Security Account Management Changes

> See Report Sample...
http://www.net-report.net/ics/ISAM_Changes.PNG
Policy Change

> See Report Sample...
http://www.net-report.net/ics/Policy Change Activity.PNG
Security Privilege Use

> See Report Sample ...
http://www.net-report.net/ics/Security Privilege Use.PNG
System Access

> See Report Sample...

http://www.net-report.net/ics/Security Log_Activity.PNG
Control of User IDs and Passwords

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG

Asset Protection Control (Access to confidential files and
directories control)

> See Report Sample...
http://www.net-report.net/ics/Windows File Access.PNG
Files Accessed

> See Report Sample...
http://www.net-report.net/ics/Windows_File_Access.PNG
Cleared Security Log Audit Events

Alert Statistics Reports

> See Report Sample ...
http://www.net-report.net/ics/General _Alert_Statistics.PNG

Virus, Spam Alerts
Malware Alerts

IPS/IDS Alerts

Firewall Threshold Alerts

Click&DECIDE Log Storage Module
Click&DECIDE Log Vault Module
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http://www.net-report.net/ics/SAc_Logon_Activity.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/SAM_Changes.PNG
http://www.net-report.net/ics/Policy_Change_Activity.PNG
http://www.net-report.net/ics/Security_Privilege_Use.PNG
http://www.net-report.net/ics/Security_Log_Activity.PNG
http://www.net-report.net/ics/Logon_Logoff.PNG
http://www.net-report.net/ics/Windows_File_Access.PNG
http://www.net-report.net/ics/Windows_File_Access.PNG
http://www.net-report.net/ics/General_Alert_Statistics.PNG

m CLiCk&DEC;DE Business Application Intelligence | White Paper
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13.2.2 Learning from Information Compliance Suite Reports

Security Incidents 1 Cross-Device Traceability Reports
> See Report Sample ...
http://www.net-report.net/ics/Traceability. PNG

1 Cubes

1 Alert Statistics Reports
> See Report Sample ...
http://www.net-report.net/ics/General_Alert_Statistics.PNG

Alerting & Correlation Console
1 Alert History

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module
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13.2.3 Collection of Evidence Compliance Suite Reports
1 Cross-Device Traceability Reports

> See Report Sample ...
http://www.net-report.net/ics/Traceability. PNG

1 Cubes

1 Alert Statistics Reports
> See Report Sample ...
http://www.net-report.net/ics/General_Alert_Statistics.PNG

1 General Content Filtering Statistics (Inbound, Outbound,
Internal, Virus, Spam and inappropriate E-mail Statistics)

> See Report Sample ...
http://www.net-report.net/ics/CF_Home Page.PNG
1 Inappropriate E-mail Category Statistics

> See Report Sample ...

http://www.net-report.net/ics/IE_mail Categories.PNG
1 Employee Electronic Mail Usage

> See Report Sample ...

http://www.net-report.net/ics/CF_Home Page.PNG

> See Report Sample ...

http://www.net-report.net/ics/Email Home_Page.PNG
1 Employee Internet Usage

> See Report Sample ...

http://www.net-report.net/ics/Proxy Home Page.PNG

i1 Intrusion Prevention System Statistics (Attack Origins, Attacks
Detected, Attacks by Applications)

> See Report Sample ...
http://www.net-report.net/ics/IPS_Home Page.PNG
1 IPS - Inbound Threats
> See Report Sample ...
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
1 IPS —Threat Categories Detected
> See Report Sample ...
http://www.net-report.net/ics/IPS_Inbound Threats.PNG
1 IPS — Accepted and Blocked Traffic
> See Report Sample ...
http://www.net-report.net/ics/IPS_AB_Traffic.PNG
1 Firewall Statistics

> See Report Sample ...
http://www.net-report.net/ics/Firewall Home Page.PNG
1 Blocked and Accepted Firewall Traffic

> See Report Sample ...
http://www.net-report.net/ics/FW_BA_Traffic.PNG
1 Incoming Blocked Services

> See Report Sample ...

http://www.net-report.net/ics/FW_1B_Services.PNG
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http://www.net-report.net/ics/IE_mail_Categories.PNG
http://www.net-report.net/ics/CF_Home_Page.PNG
http://www.net-report.net/ics/Email_Home_Page.PNG
http://www.net-report.net/ics/Proxy_Home_Page.PNG
http://www.net-report.net/ics/IPS_Home_Page.PNG
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
http://www.net-report.net/ics/IPS_Inbound_Threats.PNG
http://www.net-report.net/ics/IPS_AB_Traffic.PNG
http://www.net-report.net/ics/Firewall_Home_Page.PNG
http://www.net-report.net/ics/FW_BA_Traffic.PNG
http://www.net-report.net/ics/FW_IB_Services.PNG
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Security Account Logon Activity
> See Report Sample...
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
1 Control of User IDs and Passwords

1  Security Account Management Changes

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG

> See Report Sample...
http://www.net-report.net/ics/ISAM_Changes.PNG

1 Policy Change
> See Report Sample...
http://www.net-report.net/ics/Policy Change Activity.PNG

I  Security Privilege Use
> See Report Sample ...
http://www.net-report.net/ics/Security Privilege Use.PNG

1 System Access
> See Report Sample...
http://www.net-report.net/ics/Security Log_Activity.PNG

1 Control of User IDs and Passwords

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG

1 Asset Protection Control (Access to confidential files and

directories control)
> See Report Sample...
http://www.net-report.net/ics/Windows File Access.PNG

1 Files Accessed
> See Report Sample...
http://www.net-report.net/ics/Windows File Access.PNG

1 Cleared Security Log Audit Events

1 Alert Statistics Reports
> See Report Sample ...
http://www.net-report.net/ics/General _Alert_Statistics.PNG

Compliance Suite Alerts
1 Virus, Spam Alerts

T Malware Alerts

1 IPS/IDS Alerts
1 Firewall Threshold Alerts

Alerting & Correlation Console
i1 Alert History

Compliance Audit Trail
1 Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module
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15 Compliance Compliance Suite Reports

15.2.2 Technical Compliance Checking 1 Cleared Security Log Audit Events

15.3.2 Protection of Information System i1 Asset Protection Control (Access to confidential files and
Audit Tools directories control)

15.3.1 Information Systems Audit > See Report Sample...

Controls

http://www.net-report.net/ics/Windows File Access.PNG
1 Files Accessed

> See Report Sample...
http://www.net-report.net/ics/Windows File Access.PNG
I Logon and Logoff Events

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff. PNG
1 Security Account Logon Activity
> See Report Sample...
http://www.net-report.net/ics/SAc_Logon_Activity.PNG
1 Control of User IDs and Passwords

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG
1 Security Account Management Changes
> See Report Sample...
http://www.net-report.net/ics/SAM_Changes.PNG
1 Policy Change
> See Report Sample...
http://www.net-report.net/ics/Policy Change_Activity.PNG
I Security Privilege Use
> See Report Sample ...
http://www.net-report.net/ics/Security Privilege Use.PNG
I System Access
> See Report Sample...
http://www.net-report.net/ics/Security Log_Activity.PNG

> See Report Sample...
http://www.net-report.net/ics/Logon_Logoff.PNG

Compliance Suite Alerts

Systems Logs Cleared
Account Created

Account Deleted

Account Modified

User Created in User Group
User Group Created

User Group Modified

User Group Deleted

Login Failure
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http://www.net-report.net/ics/Policy_Change_Activity.PNG
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Login Succeeded

Windows Permissions Modified
Windows Policies Modified
Security Privilege Use Modified
Directory Access Denied

File Access Denied

= =4 =4 -4 —a A

Compliance Audit Trail
I Click&DECIDE Log Storage Module
1 Click&DECIDE Log Vault Module
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3:  Conclusion
Succeed with Click&DECIDES 0 27002 Compliance Suite:

1 Quickly identify hidden threats while meeting audit, regulatory and legal requirements with scalable and
centralized log and event consolidation

1 Improve system availability, service assurance and protect intellectual property with real-time intrusion
detection and protection

1 ldentify real incidents from amongst event noise and false positive alerts to gain meaningful and real-time
security information

Here are just a few of the reasons why our customers turn to us:
Centralize logs from any device or network.

Reduce business risk by replying in real-time to security incidents.
Generate added-value to your investments.

Analyse activity by user and department.

Optimize network capacity planning management.

Improve IT staff efficiency.

Help you improve your corporate governance.

Help manage your internal controls.

Get compliant with international regulations.

=4 =8 =8 - -8 8 -8 -9 -9

To summarize, Click&DECIDE covers all your enterprise log lifecycle management needs:
1 Collect and archive logs.
1  Generate dynamic dashboard reports and automate their distribution to the key stakeholders.
1 Manage your logs, correlate and alert.
1 Enable advanced forensic analysis and data manipulation.

With Click&DECIDE your IT team now has the ability to proactively discover, detect and prevent intrusive activities
and provide up-to-the minute dashboard reports for the management.

4: Going forward with Click&DECiIDE

Click&DECIDE has got more than 150 customers, such as Toyota, MBDA, Crédit Agricole Indosuez, Total, Expert,
Société Générale. Click&DECIDE is the only Business Intelligence software fortreating all enterprise data: data
from business applications as well as from your enterprise equipments (web usage, networks, security, telephony,
physical access,...).

To help our customers take factual and quick decisions, Click& DECIDE brings the pertinent intelligence to your
finger tips: you can then investigate ion a click, and get the details you want before taking decisions. It's easy, fast,
and does not require an IT resource, nor costly PS: we dramatically increase your intelligence capacity — quality,
efficiency and productivity, and lower your TCO against all competitors.

We also allow you to achieve compliance pragmatically and automate your internal data security controls (PCI
DSS, Sarbanes-Oxley, HIPAA, GLBA, Basel Il,...).

To find out more about Click&DECIDES $SO 27002 Compliance Suite and our security log management software
solutions please visit us online at www.net-report.net - you can read our comprehensive product sheets, view a
company movie and download an evaluation. To request an online demo please contact our Sales Team:
sales@clickndecide.com

5: Contacting Click&DECIDE

Contact us: E-mail: sales@clickndecide.com Tel: +33 (0)6 71 99 86 60
Sales Office: 98, Route de la Reine - 92100 Boulogne-Bt, France.

To contact your nearest Click&DECIDE partner please click here.

© 2009 Net Report SAS. All rights reserved Click& DECIDE, Click&DECIDE. Click&DECIDE Report, Click&DECIDE Builder, Click& DECIDE and other Net
Report and Click&DECIDE products and services as well as their respective logos are trademarks or registered trademarks of Net Report SAS. All other
company names, products and services used herein are trademarks or registered trademarks of their respective owners. The information published
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